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Compositional Verification of Multi-threaded Programs

@ Verification of a property for T1||...|| Ty is decomposed in
N verification problems
e For each thread:

@ Summarize behavior of other threads as an environment
assumption
@ Analyze thread together with its environment assumption

e Property holds if it can be verified for each pair

@ Reasoning based on “Rely-Guarantee” method
[Jones-TOPLAS 1983]
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Compositional Verification of Multi-threaded Programs

@ Given a transition system: (i, p1 V -+ V pN, Perr)
@ Find auxiliary assertions R, ..., R\ (reachable states) and

Eq, ..., En (environment transitions) such that:

Pinit — R forie1.N
Ri A (pi v Ej) — R forie1..N
Ri A perr — false  forie1.N
(Vjer.ngi BiApj) — Ei foric1..N
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THREADER in One Slide

@ Proof rules for verification of multi-threaded programs
e “Rely-Guarantee” reasoning
o “Owicki-Gries” non-interference reasoning

@ Abstraction automates the proof rules

e Predicate abstraction for reachable states R;
e Transition predicate abstraction for environment E;
@ Abstraction refinement
Tree-like counterexamples from unfolding of environment
Encoded as recursion-free Horn clauses
Solve recursion-free Horn clauses
Ability to pick “good” thread-modular solutions

Ashutosh Gupta, Corneliu Popeea, Andrey Rybalchenko THREADER: A Verifier for Multi-Threaded Programs



CEGAR for Multi-Threaded Programs

new predicates

Abstract Abstraction
reachability | clauses refinement

safe unsafe

C file and transition
assertions | ~-fronten system

ta, Corneliu Popeea, Andrey Rybalchenko THREADER: A Verifier for Multi-Threaded Programs



CEGAR for Multi-Threaded Programs

new predicates

Abstract Abstraction
reachability | clauses refinement

safe unsafe

C file and transition
assertions | ~-fronten system

Demo (example from Flanagan-Qadeer SPIN-2003)

int x=1, m=0;
void thr1() { void thr2() {
acquire(m); / m=0 & m’=1 acquire(m); / m=0 & m’=1
x=0; x=0;
X=X+1; X=Xx+1;
assert(x > 0); assert(x > 0);
release(m); release(m);
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Benchmark programs | LOC | “Owicki-Gries” | “Rely-Guarantee”
Dekker 39 0.3s 1.1s
Peterson 26 0.7s 2.3s
Szymanski 43 1.8s 12.2s
Readers-writer-lock 22 0.03s 0.1s
Time-varying mutex 29 0.73s 7.5s
NaiveBakery 22 0.3s 2.4s
Bakery 37 1.4s 97s
Lamport 62 11.4s 57s
QRCU-2processes 120 1.8s 11.3s
Mozilla-fixed-vulnerab 168 0.8s 0.8s
See-Saw 98 T/0 7.8s
Scull 451 T/O 41.2s

@ “Owicki-Gries” automation: better for the first 9 programs.
@ “Rely-Guarantee” automation: better for the last 3 programs.

Ashutosh Gupta, Corneliu Popeea, Andrey Rybalchenko THREADER: A Verifier for Multi-Threaded Programs



THREADER

@ Automation and experimental comparison of
“Owicki-Gries” and “Rely-Guarantee” reasoning

@ Applicable to arbitrary (ad-hoc) synchronization patterns
(not only nested locking or datarace-free code)

@ Analyze implicitly an unbounded number of context
switches (not restricted to context-bounded switching)

@ Handles non-thread-modular proofs (not restricted to
thread-modular, global-only, assumptions)

http://www.model.in.tum.de/~popeea/research/threader.html
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Related Work

@ Different methods to tackle state explosion due to
“all-interleavings” semantics

Partial order reduction

Symmetry reduction

Context-bounded switching

Counter abstraction for programs with replicated threads

Compositional verification
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Monolithic Reasoning

@ Given a transition system: (i, p1 V -+ V pN, Perr)
@ Find an auxiliary assertion R (reachable states) such that:

Pinit - R
RA(p1V---Vpn) = R
R A Perr — false
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“Owicki-Gries” Reasoning

@ Given a transition system: (i, p1 V -+ V pN, Perr)

@ Find auxiliary assertions Ry, ..., Ry (reachable states)
such that:
init — R; forie1..N
Ri A pj — R foric1.N
Ri N\ werr — false forie1..N
Ri N (Ve BiAp) = R foric1..N
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“Rely-Guarantee” Reasoning

@ Given a transition system: P = (@jnit, p1 V -+ V pN, Perr)
@ Find auxiliary assertions R, ..., Ry (reachable states),

R1,...,Rn (relies) and G, ..., Gy (guarantees) such that:

Pinit — R; forie1.N
Rin(piVRi)) — R forie 1.N
Ri A pi = Gj foriec1.N
Ri A perr — false  forie1.N
(Vier.ngi 9) = Ri forie 1.N
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