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Multi-Threaded programs

* Important

 Complex

* Buggy

« “Learning from mistakes: A comprehensive study on
real world concurrency bug characteristics”
[Lu, Park, Seo, Zhou - ASPLOS 2008]



What kind of properties?

/[l Thread T1 /| Thread T2
lock(l); while (nondet()) {
while(x>0) { lock(l);

X = X-1; X = nondet();
} unlock(l);
unlock(l); }

* Program termination

 Thread termination [Cook, Podelski, Rybalchenko - PLDI 2007]

e N0 program computation contains infinitely many T1-steps



Contributions

 Compositional proof rules for termination

* Automation: solving Horn clauses with well-
foundedness conditions

* Prototype implementation



Example

/| Thread T1 V= (I, % pcy, pe,)) V'= (I, x, pc',, pc’,)
a0: lock(l); Init(V) = (I=0 A pc,=a0 A pc,=b0)

al: while(x>0) { Step,(V, V) =

az:  x=x-1 move, (a0,al) A 1=0 A I'=1 A X'=X V

a3: } move,(al,a2) A x>0 A I'=| A x'=x v

a4: unlock(l); move, (a2,al) A X'=x-1 A I'=] v

move (al,a4) A x<=0 A I'=| A X'=X

/[ Thread T2 Step (V) =

00: while (nondet()) { move,(b0,b1) A I'=l A X=X V

015 IOEk(I); _ move,(b1,b2) A I=0 A I'=2 A X'=X V
2. X =nondet(), move,(b2,b3) A I'=] v

03:  unlock(l); move,(b3,b0) A I'=0 A X'=x V

04: } move,(b0,end) A I'=l A x'=x




Proof rule: program termination

- T(V,V') - describe reachable computation segments

- E(V,V') - describe environment transitions

Cl: Init(V) A Step,(V,V') - T(V,V)
C2: T(V\V)A Step(V,V") - T(V,V")
C3: T(V\V)A Step(V', V") - T(V,V")
C4: (v, Init(V) A Step(V,V)) - E(V.V)
C5: (Vi T(V.V) A Step (V' V) 1

J 1

ooy o © transition invariants

C6: Init(V) A E(V,V") —  [Podelski, Rybalchenko - LICS 2004]
C7: T(V,V) A E(V,V") N
C8: Ti(V,V') A Ei(V', V") - I‘i(V',V")

CI: T,(VV)A.AT(VV) = WF (V,V) V..V WF (V,V)
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multi-threaded program terminates



Example

o i ?
T Thread T1 Does the program terminate”

a0: lock(D; move,(b0,b0) A I'=0 -> T (V,V')
al: while(x>0) {
az2. X=x-1; AV \\AAS AT OV
ad: }

a4 unlock(l);

// Thread T2 No. We found a counterexample

H0: while (nondet()) { to program termination
pl:  lock(l);

2. X = nondet();
03: unlock(l);

04: }




2" Proof rule: thread termination

- T(V,V') - reachable computation segments
- E(V,V') - environment transitions

- t(V,V') -reachable computation segments starting in k

Ci, ..., C8
C1: Init(V) A Step (V,V') L (V)

C2: t(V,V') A Step (V' V) = t(V,V")

C3: T(V.V) A Step (V', V") = t(V',V")

C7: t(V.V') A E(V',V") Lt (VVY)

C9: t(V\V) S WF,(VV) V..V WF(V,V)

thread k terminates



Example

. _ inati 2
T Thread T1 Thread-termination for T1"

a0: lock(l); E.(V,\V') = (I£1 v x'=x)

al: while(x>0) {

a2: x=x-1: t(V,V) = (pczpc; v

a3: } =1 A I'=1 A X'>0 A X'<X)
a4: unlock(D);

T1 is thread-terminating
/| Thread T2 * *
00: while (nondet()) {
01: lock(l);
D2: X =nondet();
03:  unlock(l);
04: }




Outline

* Automation: solving Horn clauses with well-
foundedness conditions

* Prototype implementation
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Automated verification

- Find solutions for auxiliary assertions (T, E, t)

* Counterexample guided abstraction refinement

 (transition) predicate abstraction
e environment abstraction
e counterexample: recursion-free Horn clauses

e counterexample analysis + abstraction refinement

- for safety properties:

° SO|Ving Horn clauses [Gupta, Popeea, Rybalchenko - POPL 2011]
— for termination properties?

Solving Horn clauses with well-foundedness conditions .




Counterexample analysis

Stem

1.HC = { Init(V) A move (a0,a1) A ... ->T,(VV), Lasso

T,(V\V) A move (al,a2) A ... -> T AV SV ),
T,(V\V') A move (a2,al) A ... ->T_(V,V"),
T,,(V,V) -> WF(V,V") }
2.S0L"**(T_(V,V")) = (I=0 A I'=1 A x'=x A move (a0,al) A pc,=pc,'=b0)
SOL"**(T_(V,V")) = (I=1 A I'=1 A x>0 A X'=x A move (al,a2) A pc,=pc,'=b0)
SOL**(T_(V,\V') = (=1 A I'=1 A x>0 A X'=x-1 A move (al,al) A pc,=pc,'=b0)
3.WF(V,V') = (x>0 A X'<X)
4.HC ={Init(V) A move (al,al) A ... -> T11(V,V"),

T11(V,\V) A move, (al,a2) A ... ->T12(V'V"),
T12(V,V') A move (a2,al) A ... -> T13(V,V"),

T13(V,V) -> x>0 A X'<x }
5.S0L(T(V,V")) =true
SOL(T(V,V)) = (x>0 A X'=x) 3 new predicates:
SOL(T,,(V,\V)) = (x>0 A X'<X) x>0, X'=X, X'<X

SOL(WF(V,V'))= (x>0 A X'<x)




Solving Horn clauses with WF

* Glven a counterexample HC

Compute least solution for HC: SOL**
Is SOL* well-founded?

— get ranking function [podelski, Rybalchenko - VMCAI 2004]
Generate HC'

Solve HC, [Gupta, Popeea, Rybalchenko - POPL 2011]

- bias for thread-modular solutions

See paper for algorithm
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Compositional reasoning

e \Wrt. the thread structure

* rely-guarantee reasoning [Jones - TOPLAS 1983]

- for each thread
- construct T.and E

* Wrt. the termination argument

e transition invariants [Podelski, Rybalchenko - LICS 2004]

- for each (abstract) computation segment
— construct a well-founded approximation

14



Related work

« Basis for compositional reasoning

* rely-guarantee reasoning [CIiff Jones - TOPLAS 1983]

« Automated reasoning methods

 thread-modular model checking [Flanagan, Qadeer - SPIN 2003]
e completion for safety reasoning [Cohen,Namjoshi - CAV 2007]
e proving thread termination [Cook, Podelski, Rybalchenko - PLDI 2007]
e completion for termination reasoning [Cohen,Namjoshi - CAV 2008]
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Outline

* Prototype implementation
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Prototype implementation

 Frontend based on CIL [Necula, et al - CC 2002]
* Verifier implemented in Prolog

Proving Termination
Programs Loc Thread 1 Thread 2 Comments
Example 19 Yes - 0.1s No T2 is non-term
Ex-Mutex 21 Yes - 0.4s No T2 is non-term
Ex-NonTrans 9 Yes - 5.9s Yes -9.4s T1+T2 term
Mozilla-1 38 Yes - 0.3s No T2 is non-term
Mozilla-2 168 Yes - 13.2s No T2 is non-term




Future work

e Fairness constraints

» “Ad-hoc synchronization considered harmful”
[Xiong, Park, Zhang, Zhou, Ma - OSDI 2010]

* Every studied program uses ad-hoc synchronization

* Ad-hoc synchronizations are error-prone

* Ad-hoc synchronizations impact the effectiveness and
accuracy of various bug detection tools
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Conclusion

 Compositional and complete proof rules for
termination

* Automation: solving Horn clauses with well-
foundedness conditions

* Prototype implementation
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