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Random Forests

ω Aggregation

֙ The Power of AlgebraisDecidionDiagrams

ω Explanation

֙ Abstractionandsuch

ω Verification

֙ Pre/Post-VerificationasInfeasiblePathsReduction
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Algebraic Aggregation
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The Aggregate
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Infeasible Path Elimination
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ω Predicates are not independent 

of each other

ω E.g.: petallength < 2.6 ᵼ

petallength < 4.95

ω Significant reduction of size and 

depth



Model Explanation (18 nodes)
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Class Characterization

ω Given: Class c

ω Restrictmodelexplanationto part

that is relevant for classc

ω BDD: Class c vs. all other classes
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Outcome Explanation
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ǇŜǘŀƭƭŜƴƎǘƘ җ нΦс

Ẓpetalwidth < 1.65

ẒǎŜǇŀƭƭŜƴƎǘƘ җ сΦлр

Ẓsepalwidth < 2.7

ẒǎŜǇŀƭǿƛŘǘƘ җ нΦрр

Ẓpetallength < 2.7



Pre/Post ForestVerificationfor Free!!!

ω Input: x

ω Random Forest: f

ω Precondition: ה

ω Postcondition: ʕ

ω Verify: ᶅ ὼȢ‰ὼᵼ‪Ὢὼ

ω Robustness: ᶅ ὼȢὨὭίὸὥὲὧὩὼȟὼ ‭ᵼὪὼ Ὢὼ

ω Chebyshevdistance: Ὀ άὥὼ ὼ᷄ ώ᷄
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Example: 

ω Input 2 (‭= 0.1):

֙ лΦср Җ petalwidthҖ лΦур

֙ нΦор Җ petallengthҖ нΦрр
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ω Input 3 (‭= 0.2):

֙ лΦрр Җ petalwidthҖ лΦфр

֙ нΦнр Җ petallengthҖ нΦср

ω Input 1:

֙ petalwidth= 0.75

֙ petallength= 2.45
Iris-setosa

Iris-setosa

ForestGump

https://demo.forest-gump.k8s.ls-5.de/

ADD-Lib

https://gitlab.com/scce/add-lib

https://demo.forest-gump.k8s.ls-5.de/
https://gitlab.com/scce/add-lib
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DeepNeural(ReLU) Networks

ω Transfer

֙ Everythingcanbedonehereaswell

֙ Wehavea RicherAlgebra (DNN Composition)

֙ Variable Orderinghurts

֙ Essentiallywe areDealingwith Trees

֙ Thereisa solid ScalabilityWall 

ω DNN Equivalenceup to Epsilon

ω Visual Verificationvia ConcolicExecution



Learning a PLNN ςSolution I



Learning a PLNN ςSolution II



Analyzing PLNN ςAlgebraic Approach

1e 0.09f+ 0.0041 >= 0

0.64e 0.59f+ 0.51 >= 0

1

0.64e 0.59f+ 0.51 >= 0

0

0.71e+ 0.71f 0.0083 >= 0

1

0.5e+ 0.47f+ 0.56

0

0.73e+    1f+ 0.051

1

0.083e+ 0.43f+ 0.56

0

0.53e+ 0.55f 0.018 >= 0

1

0.53e+ 0.55f 0.018 >= 0

0

0.85e+  0.7f 0.00036 >= 0

1

0.85e+  0.7f 0.00036 >= 0

0

1.1e  1.1f 0.00069 >= 0

0

0.19e+ 0.19f+ 0.056

1

0.85e+  0.7f 0.00036 >= 0

0

0.91e 0.91f+ 0.061

1

1.1e+  1.1f+ 0.05

1

0.68e+ 0.69f+ 0.05

0

0.96e+ 0.88f+ 0.056

1

0.5e+  0.5f+ 0.056

0

0.46e+ 0.38f+ 0.062

1

0.0618717

0

0.59e+ 0.59f 0.61 >= 0

1.2e 0.57f+ 0.55 >= 0

0

1.1e  1.2f+  0.3 >= 0

1

1.4e 0.95f+ 0.00021 >= 0

1

0.096e+ 0.74f+ 0.25

0

0.89e+ 0.75f+ 0.25 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.65e+ 0.98f 7.7i-05 >= 0

1

0.57e+ 0.96f+ 0.039

0

0.46e+ 0.47f 0.49 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.39e+ 0.31f+ 0.039

1

0.95e 0.52f+ 0.039

0

0.38e 0.46f+ 0.85

1

0.21e 0.29f+ 0.66

0

0.37e  1.1f+ 0.64

1

0.55e 0.92f+ 0.45

0

1.2e+ 0.39f+ 0.64

1

0.98e+ 0.56f+ 0.46

0



Analyzing PLNN ςThe Difference

1e 0.09f+ 0.0041 >= 0

0.64e 0.59f+ 0.51 >= 0

1

0.64e 0.59f+ 0.51 >= 0

0

0.59e+ 0.59f 0.61 >= 0

1

0.59e+ 0.59f 0.61 >= 0

0

0.59e+ 0.59f 0.61 >= 0

0

0.16e+ 0.067f+ 0.013

1

0.71e+ 0.71f 0.0083 >= 0

1

0.71e+ 0.71f 0.0083 >= 0

0

0.46e+ 0.47f 0.49 >= 0

1

0.075e  0.5f+ 0.52

0

1.2e 0.57f+ 0.55 >= 0

0

0.46e+ 0.47f 0.49 >= 0

1

0.49e 0.53f+ 0.52

1

0.013e 0.31f+ 0.31

0

0.53e+ 0.55f 0.018 >= 0

1

0.53e+ 0.55f 0.018 >= 0

0

0.53e+ 0.55f 0.018 >= 0

1

1.1e  1.1f 0.00069 >= 0

0

0.85e+  0.7f 0.00036 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

1.1e  1.1f 0.00069 >= 0

0

0.38e 0.46f+ 0.85 >= 0

1

0.85e+  0.7f 0.00036 >= 0

1

0.85e+  0.7f 0.00036 >= 0

0

0.89e+ 0.75f+ 0.25 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.85e+  0.7f 0.00036 >= 0

0

0.65e+ 0.98f 7.7i-05 >= 0

1

1.1e  1.2f+  0.3 >= 0

1

1.1e  1.2f+  0.3 >= 0

0

1.4e 0.95f+ 0.00021 >= 0

1

1.1e+ 0.38f+ 0.011

0

1.4e 0.95f+ 0.00021 >= 0

1

0.89e+ 0.19f+ 0.017

0

1.4e 0.95f+ 0.00021 >= 0

1

1.4e 0.95f+ 0.00021 >= 0

0

0.46e+ 0.47f 0.49 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.46e+ 0.47f 0.49 >= 0

1

0.47e+ 0.31f 0.59

0

1.5e+ 0.75f+ 0.011

1

0.57e+  0.1f+ 0.011

0

1.3e+ 0.56f+ 0.017

1

0.38e 0.088f+ 0.017

0

0.85e+ 0.064f+ 0.023

1

0.11e 0.59f+ 0.023

0

0.65e+ 0.98f 7.7i-05 >= 0

1

0.57e 0.96f+ 0.023

0

0.46e+ 0.47f 0.49 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.52e  1.2f+ 0.022

1

0.033e 0.39f+ 0.022

0

0.39e 0.31f+ 0.023

1

0.95e+ 0.52f+ 0.023

0

0.76e+  1.5f  0.8

1

0.93e+  1.4f 0.61

0

0.0099e+ 0.68f 0.59

1

0.16e+ 0.51f 0.41

0

0.3e+  1.2f  0.8

1

0.47e+ 0.98f 0.61

0

0.11e+ 0.96f 0.79

1

0.28e+ 0.79f 0.61

0

0.38e 0.46f+ 0.85 >= 0

1

1.1e 0.63f  0.6

0

0.54e+ 0.18f 0.58

1

0.37e+ 0.0049f 0.39

0

0.38e 0.46f+ 0.85 >= 0

1

0.21e+ 0.29f  0.6

0

0.65e+ 0.082f 0.081

1

0.48e 0.094f+  0.1

0

1.1e+ 0.046f 0.079

1

0.9e 0.13f+ 0.11

0

0.2e+ 0.65f 0.79

1

0.19e+ 0.19f+ 0.056

0

1.3e 0.45f 0.79

1

0.91e 0.91f+ 0.061

0

0.38e+ 0.46f 0.78

1

0.0618717

0



Analyzing PLNN ςThe Difference



Analyzing PLNN ςEquivalence up to 



Classification: Requires a threshold

1e 0.09f+ 0.0041 >= 0

0.64e 0.59f+ 0.51 >= 0

1

0.64e 0.59f+ 0.51 >= 0

00.71e+ 0.71f 0.0083 >= 0

1

0

0

0.73e    1f+ 0.45 >= 0

1

0.083e 0.43f 0.063 >= 0

0

0.53e+ 0.55f 0.018 >= 0

1

0.53e+ 0.55f 0.018 >= 0

0

0.85e+  0.7f 0.00036 >= 0

1

1

0

1.1e  1.1f 0.00069 >= 0

0

0.19e 0.19f+ 0.44 >= 0

1

0 0.91e+ 0.91f+ 0.44 >= 0

1

1.1e  1.1f+ 0.45 >= 0

1

0.68e 0.69f+ 0.45 >= 0

0

1 01 01 01 0 1 01 0

0.59e+ 0.59f 0.61 >= 0

1.2e 0.57f+ 0.55 >= 0

0

1.1e  1.2f+  0.3 >= 0

1

1.4e 0.95f+ 0.00021 >= 0

1

0.096e 0.74f+ 0.25 >= 0

0

0.89e+ 0.75f+ 0.25 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.65e+ 0.98f 7.7i-05 >= 0

1

0.65e+ 0.98f 7.7i-05 >= 0

0

0.46e+ 0.47f 0.49 >= 0

0

1

1

1 0.95e+ 0.52f+ 0.46 >= 0

0

0 0.57e 0.96f+ 0.46 >= 0

1

0.37e+  1.1f 0.14 >= 0

1

0.55e+ 0.92f+ 0.048 >= 0

0

1.2e 0.39f 0.14 >= 0

1

0.98e 0.56f+ 0.042 >= 0

0

0

1 0 1 01 01 01 01 01 0



Classification



Classification
1e 0.09f+ 0.0041 >= 0

0.64e 0.59f+ 0.51 >= 0

1

0.64e 0.59f+ 0.51 >= 0

00.71e+ 0.71f 0.0083 >= 0

1

0.59e+ 0.59f 0.61 >= 0

0

0.73e    1f+ 0.45 >= 0

1

0

0.53e+ 0.55f 0.018 >= 0

1

0.53e+ 0.55f 0.018 >= 0

0

0.85e+  0.7f 0.00036 >= 0

1

0.59e+ 0.59f 0.61 >= 0

0

1.1e  1.1f 0.00069 >= 0

0

1

0.91e+ 0.91f+ 0.44 >= 0

1

01.1e  1.1f+ 0.45 >= 0

1

0

1 0 1 01 0

1.1e  1.2f+  0.3 >= 0

1

1.4e 0.95f+ 0.00021 >= 0

0

0.89e+ 0.75f+ 0.25 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.65e+ 0.98f 7.7i-05 >= 0

1

0.65e+ 0.98f 7.7i-05 >= 0

0

0

1

0.46e+ 0.47f 0.49 >= 0

0

1.2e 0.39f 0.14 >= 0

1

0.98e 0.56f+ 0.042 >= 0

0

10.95e+ 0.52f+ 0.46 >= 0

0

00.57e 0.96f+ 0.46 >= 0

1

1

0.37e+  1.1f 0.14 >= 0

1

0.55e+ 0.92f+ 0.048 >= 0

0

10 10 10 101010

1.2e 0.57f+ 0.55 >= 0

0

1.1e  1.2f+  0.3 >= 0

1

0

1.4e 0.95f+ 0.00021 >= 0

1

0.46e+ 0.47f 0.49 >= 0

0

0.46e+ 0.47f 0.49 >= 0

1

0.95e+ 0.52f+ 0.46 >= 0

1

0.57e 0.96f+ 0.46 >= 0

0

0 1.2e 0.39f 0.14 >= 0

1

1

0 0.37e+  1.1f 0.14 >= 0

1

0 1 0 1 0 10 1



Classification



Robustness Verification (also Pre/Post)

ÅAbstract interpretation of our TypedAffinceDecisionsStructure(TADS) 

ÅPrecise: ConvexPolyhedra (the resultof ReLU)

ÅRough: Hypercubes

ÅBetter: Zonotopes

ÅPowerful:Star Sets

Wealso hit the VNN-Wall

OurOpen SourcesLibrary (RUST): 

Åhttps://github.com/Conturing/affinitree



Visual Validation



Piece-wise Linear Functions (PWL)



PWL Activation Functions



PWL Neural Networks



AffTreeExample ςImage (PWL)



AffTreeExample ςPreimage Partition



Fairness Example

ÅScenario: Loan Approval

ÅFeatures: Yearly Income, Age, Gender

ÅML model: Deep Neural Network

ÅTrained on biased dataset
ÅIn reality not always know

ÅQuestion: Is the DNN biased?



Technique ςSlicing / Concolic Execution



Fairness ςDecision Boundaries



Adversarial Examples



Pruning Infeasible Paths
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Language-Driven Engineering (LDE)
1. Useof Domain-SpecificLanguages(DSLs):

ÅTailoredsyntaxandsemanticsfor particularapplicationdomains.

ÅEnhancedexpressivenessfor domainexpertsnot familiarwith traditional progamminglanguages

2. Modeling and Code Generation:

ÅAutomaticgenerationof codefrom high-levelspecifications.

ÅUseof modelsasprimaryartifactsof the developmentprocess.

3. Abstractionand Automation:

ÅHigh-levelabstractionsto simplifycomplexsystems.

ÅAutomationof routine anderror-pronetasks.

4. CollaborationbetweenDomainExpertsand Developers:

ÅEnhancedcommunicationthroughsharedDSLs.

ÅDomainexpertscancontributedirectly to softwaredevelopment.

5. Iterative andIncrementalDevelopment:

ÅRapidprototypingand iterativerefinement.

ÅContinuousvalidationof modelsagainstdomainrequirements.

42



Main Goals
1. Low Code/NoCode System Development

2. DSL-supportedMindsets

3. Formal Methods-BasedControl 

4. Nowalso with (Domain-Specific) Natural Languages

Viewpoint:

LLMs are consideredProgrammers!

4
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Cinco Cloud
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JavaScript

HTML CSS
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Contextual Domain Information:
ωExpected Output
ωFunctions to implement
ωFunctions/variables available
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On the left side of the river there are a 
wolf, a goat, and a cabbage.
The game is won when each object is 
moved to the right side of the river.
The game is lost if the wolf and the 
goat are on the same side of the river, 
while the player is on the other side, or 
if the cabbage and the goat are on the 
same side of the river while the player 
is on the other side.
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