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Abstract
Program termination is central to the process of ensuriagsys-

tems code reactive systems can always react. We describ& a ne

program termination prover that performs a path-sensitind
context-sensitive program analysis and provides capémitiarge
program fragments (i.e. more than 20,000 lines of code)thege
with support for programming language features such asrarbi
ily nested loops, pointers, function-pointers, side-cfeetc. We
also present experimental results on device driver dispatatines
from the Windows operating system. The most distinguiskisg
pect of our tool is how it shifts the balance between the twkgaf
constructingand respectivelxheckingthe termination argument.

Checking becomes the hard step. In this paper we show how we

solve the corresponding challengeobieckingwith binary reacha-
bility analysis

Categories and Subject Descriptors  D.2.4 [Softwarg: Software
Engineering—Program Verification; D.4.S¢ftwarg: Operating
Systems—Reliability

General Terms  Reliability, Verification

Keywords Program termination, model checking, program verifi-
cation, formal verification

1. Introduction

Reactive systems (e.g. operating systems, web servelsenairs,
database engines, etc) are usually constructed from a senof
ponents that we expect will always terminate. Cases whaseth
functions unexpectedly do not return to their calling cahteads
to non-responsive systems. Device driver dispatch rositiioe ex-
ample, must eventually return to their caller. Considerftimetion
in Figure 1 which is called from several dispatch routinethimi
the Windows serial enumeration device driver. This codis cgher
serial-based device drivers by passing 1/O request paciethe
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kernel routind oCal | Dri ver (line 50,pl r p is a pointer to the
request packet anBdoDat a- >TopCf St ack is the pointer to
another serial-based device driver). In the case wheretkiez de-
vice driver returns a return-value that indicates sucdassplaces
0 in Pl oSt at usBI ock->I nf or mat i on, the serial enumera-
tion driver will fail to increment the value pointed to ImAct ual
(line 66), possibly causing the driver to infinitely exectitis loop
and not return to its calling context. The consequence efeahior
is that the computer’s serial devices could become noreresye.
Worse yet, depending on what actions the other device dakes,
this loop may cause repeated acquiring and releasing ofkern
resources (memory, locks, etc) at high priority and exeegsiys-
ical bus activity. This extra work stresses the operatingtesy,
the other drivers, and the user applications running onyktes,
which may cause them to crash or become non-responsive too.

This example demonstrates how a notion of termination is cen
tral to the process of ensuring that reactive systems caayalve-
act. Until now no automatic termination tool has ever beele ab
to provide a capacity for large program fragment20,000 lines)
together with accurate support for programming languagaifes
such as arbitrarily nested loops, pointers, function4@s8) side-
effects, etc. In this paper we describe such a tool, calleRIMINA-
TOR.

TERMINATOR’s most distinguishing aspect, with respect to pre-
vious methods and tools for proving program terminatiohoi it
shifts the balance between the two tasksafstructingand respec-
tively checkingthe termination argument. The classical method is
to construct an expression defining tta@k of a state and then to
check that its value decreases in every transition from ehedze
state to a next one. The construction of the ranking fundagdhe
hard part and forms a task that needs to be applied to the whole
program. The checking part is relatively easy. In our mettibd
task of constructing ranking functions is the relativelgepart;
they are constructed on demand based on the examinatioryof on
a few selected paths through the program.

Furthermore, ERMINATOR is not required to construct only
one correct termination argument but rather a set of guesses of
possible arguments, some of which may be bad guesses. That is
this set need not be the exact set of the ‘right’ ranking fiomst but
only asupersetWe find the same monotonicity of the refinement
of the termination argument as with iterative abstractefiement
for safety (the set of predicates need not be the exact segbf”
predicates but only a superset).

Checking the termination argument is the hard part of our
method. This is because the termination argument is now a set
of ranking functions, not a single ranking function. Withinge
ranking function one must show that the rank decreases fnem t
pre- to post-state after executing each single transitiep. $n our
setting it is not sufficient to look at a single transitiongstinstead,
we must consider afinite sequences of transitiorid/e must show



1 NTSTATUS
2 Serenum ReadSeri al Port (CHAR * PReadBuffer, USHORT Bufl en,

3 ULONG Ti meout, USHORT * nActual,
4 | O_STATUS BLOCK * Pl oSt at usBl ock,
5 const FDO _DEVI CE_DATA * FdoDat a)
6 {
7 NTSTATUS st at us;
8 IRP * plrp;
9 LARGE_| NTEGER startingOfset;
10 KEVENT event ;
11 SERI AL_TI MEQUTS ti meouts;
12 ULONG i ;
13
14 startingOf fset. QuadPart = (LONGLONG) O;
15 /1
16 /] Set the proper tinmeouts for the read
17 /1
18
19 timeouts. Readl nt erval Ti meout = MAXULONG
20 ti meouts. ReadTot al Ti neout Mul ti plier = MAXULONG
21 ti meouts. ReadTot al Ti meout Constant = Ti meout ;
22 timeouts. WiteTotal Ti neoutMultiplier = O;
23 timeouts. WiteTotal Ti meout Constant = 0;
24
25 Kel nitializeEvent (&vent, NotificationEvent, FALSE);
26
27 status = Serenum | oSyncloct| Ex(| OCTL_SERI AL_SET_TI MEOUTS, FALSE, FdoDat a- >TopOf St ack,
28 &event, &tineouts, sizeof(timeouts), NULL, 0);
29
30 i f (!NT_SUCCESS(status)) {
31 return status;
32 }
33
34 Ser enum KdPrint (FdoDat a, SER DBG SS_TRACE, ("Read pending...\n"));
35
36 *nActual = 0;
37
38 whil e (*nActual < Buflen) {
39 KeCl ear Event ( &event) ;
40
41 plrp = 1oBuil dSynchronousFsdRequest (| RP_MJ_READ, FdoDat a- >TopCf St ack,
42 PReadBuffer, 1, &startingOfset,
43 &event, Pl oSt at usBl ock);
44
45 if (plrp == NULL) {
46 Ser enum KdPri nt (FdoData, SER DBG SS ERROR, ("Failed to allocate IRP\n"));
47 return STATUS_| NSUFFI Cl ENT_RESOURCES;
48 }
49
50 status = loCall Driver (FdoDat a- >TopOf St ack, plrp);
51
52 if (status == STATUS_PENDI NG {
53
54 status = KeWait For Si ngl eObj ect (&event, Executive, Kernel Mode, FALSE, NULL);
55
56 if (status == STATUS_SUCCESS) ({
57 status = Pl oSt at usBl ock->St at us;
58 }
59 }
60
61 if (!NT_SUCCESS(status) || status == STATUS_TI MEQUT) {
62 Serenum KdPrint (FdoData, SER DBG SS ERROR, ("l1O Call failed with status %\n", status));
63 return status;
64 }
65
66 *nActual += ((USHORT) Pl oSt at usBI ock->I nf ornati on;
67 PReadBuf f er += (USHORT) Pl oSt at usBl ock- >I nf or mati on;
68 }
69
70 return status;
71}

Figurel. Utility function containing a termination bug. This funati is used by several dispatch routines in the Windows samiaineration
device driverSERENUM SYS



T := () (* termination argument: union of well-founded relations *
repeat

(* check binary reachability for” *)
if R} C T then
report “Terminating”
else
p = abinary relation such thatC R} butp ¢ T

(* find rank function forp if it exists *)
if pis not a well-founded relatiothen
report “Not Terminating”
ese
(* construct termination argument *)
W := aranking relation, i.eo C W and W well-founded
T TUW

end.

Figure 2. Algorithm underlying TERMINATOR. The binary reach-
ability analysis, which checks the inclusia}%f,r C T, is described
in Section 3. If the check falils, it returns a binary relatjariThe

that the pair of stategs;, s») is not inT, formally (s;, s,) € R}

but (si,sn) ¢ T'. By the form of T in our setting, the two states
s; and s, will always have the same program location; thus, the
statementsr; 1, ... 7, form a cycle in the program. Letbe the
relation consisting of all pairs of statés;, s,,) that are connected
by an execution sequence of the form described above (idduce
by the sequence of statementsy,...,r,...7, ). Thatis, the
relation p is the counterexample to the inclusiaﬁ'y+ C T.We
havep C R} andp Z T.

TERMINATOR applies a rank synthesis tool based on [20pto
in attempt to construct a ranking function (thus provingvitslI-
foundedness). From this we can construct a corresponditking
relation W, which consists simply of the pairs of states with de-
creasing, positive rank. Thus, the constructed rankiraficel W/
contains the relatiop and is well-founded. See Figure 3 for an
example.

Note that the uniolY” of ranking relations, however, is in gen-
eral not well-founded (it is onlylisjunctively well-foundeth the
terminology of [21]). This is why it would not be sufficient to
show the inclusionR C T, and why we must instead prove
R} C T [21]. Our approach thus follows the framework of [18]

binary relationp is represented by a sequence of statements (with where temporal reasoning (here, about termination) isaedito

a loop), i.e. a program. The construction of a ranking fuorcfor
this program and of the corresponding ranking relati&nis im-
plemented via techniques explained in [20].

that, for every sequence, one of the ranking functions dese®
between the pre- and post-state. In other words: we musfificst
all pairs of states; andss such thats; is reachable from the pro-
gram’s initial state and is reachable frons;; and we must then
show that the value of one the ranking functions decreasesdt

to s2. We call this taskbinary reachability analysisPreviously, it
was not known whether binary reachability analysis couldiele
practical. The challenge raised by our approach was to shatv t
this is indeed the case.

In this paper, we show that one can make binary reachability
analysis practical. Furthermore, through experimenth WitRMi-
NATOR on Windows device drivers, we demonstrate that it is effec-
tive at proving termination arguments for industrial syssecode.

2. TERMINATOR

The algorithm for the incremental construction of termioiargu-
ments underlying ERMINATOR is outlined in [11]. In this section
we briefly describe ERMINATOR’s design and explain the role that
binary reachabilityplays in it.

TERMINATOR iterates between two procedures: inary
reachability analysischeck the candidate termination argument,
while its rank function synthesis engine incrementally stancts
the termination argument.

See Figure 2. We assume a progr&with a transition relation
R and a set of initial states. We define the binary reachability
relation R} as the transitive closure @t restricted to reachable
states. It consists of the pairs of stafgs, s2) such thatss is
reachable froms; in at least one step ang itself is reachable
from an initial stateso. Formally,

R} 2 {(s1,s2) | 3s0 € I. (s0,51) € R* A (s1,52) € RT}
Binary reachability analysis is a procedure that checksthed?;”
is contained in a given binary relatidr

RfcrT

In the case that the inclusion does not hold, there existsna no
empty sequence of statements ..., 7, ... 7, with an execution
sequencesp —r, S1 ... Si—1 —r; Si ... Sn—1 —r, Sn SUCh

first order reasoning using auxiliary assertions (here uttien T’
of ranking relations).

Example. Consider Figure 4. In order to prove this program ter-
minating, TERMINATOR incrementally constructs a relati@nthat
must eventually contain the binary reachability relatibthat pro-
gram. It is sufficient to specify (and to construct) the sidirens

T* with pairs of states at the same program locatiomhere/ is
one of 7, 12, 28 and 33. These locations form a set of cutpamts
the terminology of Floyd [13]. We then can prove

R} 0 {(s,1) | s(pc) = t(pc) = €} C "

for each?. The overall termination argumen, can be constructed
as the union of th&’s together with the well-founded relation that
expresses all of non-composable pairs. Formally,

T L T? U T12 U T28 U T33 U TDIFF

whereTP'F is a large set of trivially well-founded relations loca-
tion such ag{(s,t) | s(pc) = 3 A t(pc) = 2}, {(s,t) | s(pc) =
3 A t(pc) = 5}, etc. More precisely:

T2 2 | J{(5,%) | s(pc) =i At(pe) = j}
i#j

The relationsT* constructed by ERMINATOR are listed in
Figure 5. Note thaf™®® = T2® U T#® U T8 is a union of well-
founded relations but is itself not well-founded.

TERMINATOR starts with7y, the empty relation denoted by
fal se, and adds ranking relatioris, T etc. until there are
no more counterexamples fér This means that the relatidh*
formed by their union contains every pdis;, s,) of states at
location/ such thats; is reachable from a statg at the start of
mai n ands,, is reachable frons; by any non-empty sequence of
execution steps.

TERMINATOR's binary reachability analysis is designed to sup-
port programs with pointer aliasing, as found in Figure 4titéo
that the termination argument at program location?8, does not
specify the relationships betwerny, p, andg. This is an example
of the separation of concerns irERMINATOR. Binary reachability
analysis tracks the aliasing bp but the termination argument does
not specify the aliasing relationships. Furthermore, thestruction
of the termination argument does not need to track them.

In order to prove thaf™? contains all pairs of states at loca-
tion 33, the binary reachability analysis must derive araverthat



1: do {

: . 1: do {

20 it (z>x) | 2 assume(z>x);
3: X++; 3: X++;

4: )} else { : il ;
5: Z++; ) wnite (e
6: }

7: } while (x<y);

(a) Multipath loop

in (a).

(b) Loop representing the path
1 — 2 — 3 — 7through the loop

Zo > Xo
r1 =x0+1
Y1 = Yo
Z1 = 20
1 <Y1

Q((z0,Y0, 20), (T1,91, 21))

>>>> b

(c) The relationQ represents the path — 2 — 3 —

7 through the loop in(a). The expression(xo, Yo, z0) IS
used to represent program states at the beginning of the loop
body, and(z1, y1, 21) is used to represent the resulting state
after executing the body. Three iterations of the loop can be
represented by three compositions of the relagon

Figure 3. TERMINATOR uses binary reachability to search for possibly not welirided paths and uses a rank function synthesis engine
to try and show that they are spurious counterexamplestifia¢ they are well-founded). For exampleERMINATOR might find the path

1 — 2 — 3 — 7inthe loop in(a). This path can be represented either as another progranfdaag in(b) or the relation from (c).
TERMINATOR's rank function synthesis engine proves the well-foungssrofQ by finding the ranking functiorf (z,y, 2) £ y — =. The

ranking relationW is defined aq (s, t) | f(t) > 0O A f(t) > f(s) + 1},

b==t r ue is a program invariant at location 36. It thus subsumes
the synthesis of program invariants, the task of standarchabil-

ity analysis. Again, this is an example of the separatiorooterns

in TERMINATOR, since the construction df*® does not involve
deriving and proving the invariant.

If we comment out the code at line 11 in Figure 4 thezsrRMI-
NATOR fails to prove termination and produces the following path
through the program, denoted by line numbers (notice theatati
to Ack is not reachable in the first iteration of the loop).

stem = 20— 21— 23— 24— 25— 27— 29— 39— 40—
41— 42— 44— 27— 29— 30— 3— 5— 9— 12
cycle= 3—5—-6—T7—3—-5—9—12

The path is a lasso consisting of two parts, a stem and a cycle;
the cycle is iterated forever if it is entered by a state taatilts from
executing the stem. Notice that in general, the stem andyttie ¢
can contain the unrolling of one or more loops in the program.

3. Binary reachability analysis

In this section we describe the design and an implementation
binary reachability analysis. We proceed as follows:

1. We give a characterization @t by the least fixpoint of a
function F'.

2. Guided by the structure df, we show a transformation af.
This transformation creates a new progratmthat imple-
mentsF'. This means that the least fixpoint gfis equivalent

to the set of reachable statesin

. We describe a transformation #f that createsPr. An error
location in Pr is not reachable if and only if the inclusion
R} C T holds. This allows us to use a temporal safety prover
to check the validity off".

. Finally, we describe how BRMINATOR transforms error paths
found by the safety checker iRr to an input for TERMINA-
TOR's rank function synthesis engine.

3.1 Fixpoint characterization

We first define a functio” whose least fixpoint i& ;. The domain
of F consists of binary relations over states of the given progra
The least element is the transition relation restrictedital states.

1 2 {(s1,82) | s1 € I A (s1,52) € R}

ie.{(s,1) | t(y) — t(x) > 0 A £(y) — t(x) > s(y) — s(x) + 1}.

Before formalizingF', we define an auxiliary functioid ) that
restricts the identity relation over the program statedhimage
of its input relation, formally,

id(2)(X) £ {(s2,82) | Is1. (s1,82) € X}.
Let o denote the relational composition operator:
XoY £ {(81,83) | Jss. (81,82) c XA (82783) S Y}

The function F' takes a binary relatiotX as input. It returns the
relational composition of the union of and the identity relation
restricted to the second component, with the transitioatie R
of the program.

F(X)£ (XUidg) (X))o R

In effect F either copies the righthand componentbinto the left
before passing it t@, or else it simply passeX¥ itself to R.

THEOREM1. The binary reachability relatior?;” of the program
P is equal to the least fixpoint of the functiédhon the domain of
binary relations with the least element

R} =Ifp(F, 1).

3.2 Reachability characterization

We define a transformatiaR of the programP and an equivalence
relation~ between pairs of states i and states of. The trans-
formation reflects the structure of the functibh expressed iP’s
programming language. We will establish a connection betvike
least fixpoint of F* over L and the set of reachable stategof

Let V. = {vi,...,vn,pc} be the set of program variables
in P, including the program counter. The set of variablésof
transformed prograrﬁ containsV’ and a duplicate set of variables
‘V={"vV1,...," Vn,' pc}. These are used iR to record values
of V' in previous states (We will discuss hovERMINATOR create
these variables for pointer and records expressions inddet2).

We say that a stafein Pis equivalent to a pair of statés, s2)
in P, writtens ~ (s1, s2), if the following conditions hold.

5( Vi) = s1(V1) 5(v1) = s2(v1)



int Ack(int x, int y)
{
if (x>0) {
int n;
if (y>0) {
y--3
n = Ack(x,Yy);
} else {
n=1;
}

X- -5
return Ack(x,n);
} else {
return y+1;
}

}

voi d mai n()
o
int x
inty

nondet () ;
nondet () ;

int &y;
int * &X;
bool b = true;

O T
I

whi | e(x<100 && 100<y && b)

{
if (p==a) {

int k = Ack(nondet (),

(*p) ++;
whi | e( (k- -)>100)
{

if (nondet()) {p
if (nondet()) {p

it (th) {k++}

} else {
(*a)--;
(*p)--
if (nondet()) {p
if (nondet()) {p

}
b = nondet ();

‘E ‘ well-founded binary relation®}

7 | TI(s,t) 2 fal se

12 | Tg%(s,t) 2 fal se
Ti2(s,t) 2 t(x) > =1 At(x) < s(x) — 1
28 | T3%(s,t) = fal se
TP%(s,t) 2 t(y) > 100 At(y) < s(y) — 1
T3%(s,t) 2 t(x) < 100 At(x) > s(x) + 1
33| T3 (s,t) £ fal se
(s,t)

Figure 5. The termination argument (a union of well-founded bi-
nary relationsT} between states at the same cutpoint locatipon
incrementally constructed and then checked BRWINATOR, thus
proving the termination of the program in Figure £ZRMINATOR
starts withZ¢, the empty relation denoted fiyal se.

L: if (nondet()) {

‘Vvi = vy,
nondet ());
‘Vn = Vn;
L: stnt == ‘pc = L;
} else {
= &y;} ski p;
= &;} }
st nt
Figure 6. Transformation used to construetfrom P.
! % e The relational composition wit® is reflected by i) having the

original statement of the prograf after the conditional and ii)
the connection between statéand pairs of state&:, s2).

We formalize the analogy in the following theorem.

THEOREM2. The least fixpoint of the functiafi on the domain of

Figure4. Example prograrmondet () is used to represent non- binary relations with the least elementis equal to the set of states
deterministically chosen integers and Booleans

Let T be the set of initial states d? defined as follows.
T 2£{5|3s0€1.5~ (s0,50)}

of the transformed prograrﬁ reachable after at least one step:
— +/7
Ifp(F, L) = post;(1 ).

The equality holds under the assumption that we identifyagest
with a pair of stategs1, s2) if they are~-equivalent.
The statement of Theorem 2 involves the following techmical

See Figure 6, which shows a transformation on program state- tjes:

ments. We construcP by applying this transformation on each . o
statement of the prograifi. Let post 5 denote the post operator of ¢ We assume that there are no statement3 imhose destination

the programP.

There is an analogy between transformed statements and the

structure of the functiod:

¢ The assignment statements in Figure 6 correspond to the appl

cationid 2 (X),

location is the initial location ofP. This is because we do
not instrument the first instruction iR in order to modell.
The tranformation will not be correct, however, if this first
instruction is reachable later during the program’s exeout

¢ We assume that the operaiasst 5 treats the compound state-
ments

e Thei f -conditional with non-deterministic choice between the

branches corresponds to the uni&inJ id ) (

X),

L: if (nondet()) {...} stnt



of the program8 as monolithic ones. This means that the inter-
mediate states at locationsBfadded due to the transformation
are not considered to be elementspoét;( I).

We can now implement the binary reachability analysis ie¢hr
steps:

¢ Create the transformed prograﬁ;
e Compute the set of reachable statest;(f ), and
e Check the inclusion between the computed set&nd

3.3 Reachability characterization

In practice, we would like to stop the reachability compigtatas
soon as it becomes evident that the inclusion does not holthid
section we describe an additional transformation, apptiethe
programP, that addresses this issue. R

The additional transformation takes the progrémmand pro-
ducesPr by replacing each compound statemenfofexcept the
initial statement):

L: if (nondet()) {...} stnt
by the statement:
L: if (!'(Ty)) { ERROR skip; }
if (nondet()) {...} stm

To construct the Boolean expressibnwe first assume that the
relationT is represented by an assertion over variabiéandV’,
which denote the values of the program variables in the firdt a
the second component of the pairs, s2) € 7. Note that the
program counter variablpc does not appear in the program text
of C programs. Hence, we cannot insert the asseffianto the
program text directly. To overcome this, we use the expoeski
that is obtained by substituting for pc in 7. For example, for
T=("pc=L12Apc=L12) = (x>-1AX<"'Xx)and
locationL28 we obtain the following conditional:

if (! (! ( ‘pc==L12 && L28==L12 )
[l ( x>1 &% x<'x))

L28:

ERROR:  ski p;
}

We will revisit this example in Section 4.1.

THEOREM3. The incIusioan C T holds if and only if the
location ERROR s not reachable in the prograrfir.

Now, we can apply a temporal safety checker on the prog?am
to prove the non-reachability of the locati®@RROR. For safety
checkers based on counterexample-guided abstractioemegit,
the formulation ofPr (particularly with several optimizations to be
described in Section 4) gives ample opportunity for goodrabs
tions.

3.4 Analyzingerror paths of Pr

We assume that a temporal safety checker can produce ampatinor
if the locationERRCRis reachable. Next, we describe the interpre-
tation of such an error path in the context of ERMINATOR'’S
algorithm, which we have described in Section 2.

We need to extract a counterexample the inclusion?; C T
from the error pathr. We observe thatr must, at some point,
traverse through the positive branch of the conditionaleddiy
the transformation in Figure 6. We spiitat the latest appearance of
such statement intstemandcycle We then remove all statements
that were added by the program transformation from the stain a
the cycle. LetR ., and R.ycic be the transition relations of the
stem and the cycle, respectively. We produce the relagtiosee

Figure 2, as follows.

P é {(52753) | 381 (S I. (81752) € Rstem A (52783) S Rcyclc}

The resulting relation is represented as a conjunction of atomic
assertions computed via a symbolic simulation of the patB.in

We assume that the safety checker also outputs an aliasing
configuration between pointer variables that together thigherror
path7m witnesses the reachability of the locatiBRRORin Pr. We
encode this information intp by an additional conjunction.

If the rank function synthesis step fails for the relatignthe
stem and the cycle constitute a possible counterexampleria-t
nation of the prograni.

Example. Consider the following simple program:

1 void main() {

2 int x = nondet();
3 int * p = nondet();
4 if (p==&) {

5 do {

6 X--;

7 } while(*p>0);
8 }

9 }

With a termination argumerf® = f al se the (false) counterex-
ample to termination will be thetem =2 — 3 — 4 — 5 and
cycle =6 — 7 — 5.

The rank function synthesis engine knows nothing abouttpoin
ers (i.e. the meaning d¢fp). However, if we symbolically simulate
this path while constructing the mathematical relatiopshie can
see that p andx represents the same value. Therefore, when con-
structing the mathematical relation representing this,pat can
simply use the same mathematical variable. «¢end v, be the
values that bothf p andx have before and after the execution of
the stem/cycle statements. We can define the stem and cpcke re
sent mathematical relatiod®ste,, and Reycie as:

true
vy =v0—1Av1 >0

Rst&m('UO; 'Ul) =
Rcycle(’”O: vl) £

Rcyeie is well-founded, where the ranking function4s This is
mapped back to a relation over program variables by choosing
eitherx or *p. That is, we could either usé®(s,t) = t(x) >

0 At(x) < s(x) orT?(s,t) 2 t(xp) > 0 At(xp) < s(*p) for the
refinement of the termination argument.

Note that, even if we incorrectly assume that two C expressio
always alias, this does not cause an unsoundness RMTNATOR.
The only constraint orf™® is that it is well-founded. If we use
the argument™(s,t) £ t(x) > 0 A t(x) < s(x), the binary
reachability will find cases whene and* p do not alias if such
examples exist.

4. Optimizations

In this section we describe several optimizations thaRWiINA-
TOR applies during the program transformation described in Sec
tion 3. The first optimization exploits the fact that we cam-<co
struct and check termination arguments for one locationtae.
The remaining optimizations prune away execution®pthat the
temporal safety checker does not need to consider whergttgin
proving the non-reachability of the locati@RROR. We implement
these optimizations as additional program transformatard per-
form them during the construction of the progrdm.

4.1 Specialization of Pr

The termination argumerf' for the programP is a conjunction
of termination argument$* for each cutpoint. Each termination



1 void main() 0.1 int “x, 'y, ‘pc;

2 0

3 int x,y; 1 void main()

4 2

5 S if(y>=1) { 3 int x, vy;

6 whi l e(x>=0) 4

7 4.1 X =X

8 L: X = X+y; 4.2 'y =y,

9 } 4.3 ‘pc = LO;

10 } 5 S if (y>=1) {

11 } 6 whi | e (x>=0)
7 {
8.1 L if (‘pc==L
8.2 && L==L
8.2 && !'( x>=0
8.3 && x<='x-1
8.4 )
8.5 ) {
8.6 ERROR:
8.7 }
8.8 if (nondet()){
8.9 ‘X = X
8. 10 'y = y;
8.11 ‘pc = L;
8.11 }
8 X = X+y;
9 }
10 }
11 }

ProgrampP ProgramPr

Figure7. Example of the program transformation for checking the
binary reachability query pc = LApc =L) = (z > 0Az <
‘z — 1) at the locatiorL.

argumentl™ is of the form
(‘pc=tApc=10) = (T{V---VT.).

Assume that ERMINATOR is processing the locatioh When lhe
program transformation creates a statement of the progfam
at the locationt’ # ¢ then the corresponding expressidnis
equivalent td al se, since the conjunctiof A pc = ¢’ is valid.
Thus, we can drop the statement

if (! T.L) { ERROR skip; }

at all locations different fronf (see the example in Section 3.3).
Furthermore, we can also drop the statement

if (nondet()) { ... }

at these locations, since the statshat are created by taking
the positive branch of the above conditional at location# ¢
cannot cause the computation to reach the locaiBROR, be-
causes ¢ T°.

We apply this optimization on all examples in the remainder o
this section. See Figure 7 for an example of specializatiaf;0

4.2 Prevariablesfor C programs

The program transformation described in Section 3 impicit-
quires that we create a pre-variable for every heap and &taek
tion addressable using C expressions from the programblesian
scope. However, in practice this is impossible.

Assume that ERMINATOR is processesing a termination argu-
ment for a given cutpoint. For each variableof scalar typej.e.,
int, char, I|ong, etc., in scope of the cutpoint we count the
numbern of dereference operators in the type definition of the vari-
ablex. For example, ik is defined ag nt **x; thenn = 2. For

1 void main()

2 {

3 int ...;

4 LO:

5 L1: while (...) {
6

7 L2: while (...) {
8
9 }

10

11 }

12 if (...)

13 goto LO;
14 }

Figure8. Example program with three cutpoirit®, L1, andL2.

each0 < i < n + 1 we create the following pre-variable.
‘p...pX
N——

i times
and we insert the assignment statement
‘p...px =

N——

i times
in the conditional from Figure 6, during the program transfa-
tion.

Note that it is sound for ERMINATOR not to create duplicate-
variables for locations addressable in the original C mnogrthis
only serves to make HRMINATOR more complete.

TERMINATOR also creates pre-variables for field access expres-
sions, sayx- >f , that appear in the termination argument. It cre-
ates a pre-variablex_f and the corresponding assignment state-
ment' xf = x->f;.

*UFX;

4 times

4.3 Structured programs

When proving the termination argument for a cutpdiwithin a
structured program it is not necessary to prove terminattdrfor
executions that leave thieloop and then return—these executions
will be covered when proving termination of the outer loop. T
implement this optimization we insert

if (‘pc L) { exit(); }

into the source code of the transformed program at exit paifit
the loop that represents.

We illustrate this optimization on Figures 8 and 9. Assuna th
we are in the process of inferring a termination argumenttier
cutpoint that corresponds to théni | e-loop at the locatiorL2.
By inserting the conditional statement at line 9.1 we exelfrom
consideration state§ wheres(pc) = L2 that appear on compu-
tations leaving the inner loop and coming back to the locsitid.

4.4 Weak binary reachability

In large programs, paths to a cutpoint can be very long. These
paths may execute many instructions that are not relevatiteto
termination analysis at the cutpoint. We observed exangflssch
paths on some dispatch routines when applyirERWINATOR.
TERMINATOR can abstract away the prefixes of such paths in two
different ways:

1. It could ignore all program statements that are executed b
tween the start of themi n function and the call to the function
containing the cutpoint under consideration.



1 void main()

2

3 int ...;

4 LO:

5 L1: while (...) {

6

7 L2: while (...) {

7.1 if (! T_L) { }
7.2 if (nondet()) { ‘pc = L2;}
8

9 }

9.1 if (‘“pc == L2) { exit(); }
10

11 }

12 if (...)

13 goto LO;

14 }

Figure 9. Transformed program for cutpoint2 with the
r et ur n-statement at line 9.1 added due to optimization.

2. It could also ignore all program statements within thecfiom
containing the cutpoint that appear between the first setém
and the statement that corresponds to the cutpoint.

Note that these optimizations must ensure that values tbatdw
be initialized during the code that is being skipped musdt Isé
initialized (with non-determinatic values) in the abstiag. In
most temporal safety checkers this is automatic. We intedwo
approximationsR; and RJ of the binary reachability relation

1 void main() 1 void main() 1 voi d main()
2 2 { 2
3 2.1 f(); 2.1 f();
4 a(); 2.2 exit; 2.2 exit;
5 3 3
6} 4 9(); 4 g();
7 5 5
8 void g() 6 } 6 }
9 { 7 7
10 8 wvoid g() 8 wvoid g()
11 f(); 9 { 9
12 10 10
13 } 11 f(); 11 f();
14 12 12
15 void f() 13 } 13 }
16 14 14
17 15 void f() 15 wvoid f()
18 L: while 16 { 16
19 17 16.1 goto L;
20 } 18 L: while 17

19 18 L: while

20 } 19

20 }

@ (b) ©

Figure 10. (a) Example program with a cutpoint at locatidnin
the functionf . (b) Transformed progran?% for cutpointL. The
safety checker does not consider the funcipric) Transformed
programﬁ% for cutpointL. The safety checker considers neither
the functiong nor the initial part off .

1 void main()

R} that correspond to the above abstractions. Then, we define2

the corresponding program transformations that given grpro

Pr create programsPT and PT which implement the first and the
second approximation respectively.

Let £cnery be the entry location of the function containing the
cutpoint that we are analyzing. We define the first approxionat
Ry as follows.

Ry 2 {(s1,52) | 3s0. 50(pC) = Lentry A
(s0,81) € R" A
(s1,82) € RT A
s1(pc) = sa2(pc) = £}

The second approximatioR; is the transitive closure oR re-
stricted to the cutpoint. Note that, &/ is restricted to states where
thepc equalst, R} C Ry C Ry .

The programﬁ%, which represents the approximati@y, is
obtained fromP by inserting a call to the function containing the
cutpoint as the first instruction in the functiomi n. We illustrate
Pl in Figure 10(b).

The programls%, which represents the approximatidty , is
obtained froml’sT1 inserting agot o-statement at the beginning
of the function containing the cutpoint. The destinatiobelaof
the got o-statement is the cutpoint location. We iIIustreﬁ’é in
Figure 10(c).

TERMINATOR first analyzesP?. If P2's error location is not
reachable then HRMINATOR proceeds with the next cutpoint. If,
however, an error path is found, theERMINATOR switches its fo-

cus toPT If PT s error location is not reachable then, agaierY
MINATOR proceeds with the next cutpoint. If an error pattﬂ}q is

found then 'ERMINATOR must revert to the orlglnaPT. Note that
predicates found by a predicate-abstraction based tengetfiety

checker during the analysis @I? can be reused Witﬁ’%, etc.

3 int x=nondet (), y=nondet(), z=nondet();
4 if (y>0) {

5 do {

6 if (nondet()) {
7 X =X +Yy;

8 } else {

9 Z =X -Y;
10 }

11 } while (x<y && y<z);
13 }

14 }

Figure1l. Anexample program

This optimization does not affect ERMINATOR’S precision:
TERMINATOR produces counterexamples to termination only when
analyzing Pr. This optimization speeds up the analysis of pro-
grams that terminate, and slows down the checking of loopls an
recursive functions that do not guarantee termination.

5. A complete example

In this section we work through aERMINATOR-Style termination
proof search on the program in Figure 11. As there is a only one
loop we need simply to find and prove a termination argument fo
one program location (program locatiéh

First iteration. We start the proof search with the termination
A

argumentT® initialized to the empty argument, i.€°(s,t) £
f al se. In order to check the validity of the termination argument
T3, the binary reachability procedure will try to prove theetgf
ofaprogram that it constructs. Note that, in this case, viskadry
reachability is not powerful enough. This is due to the faet twe
must knowy>0 during the analysis of the loop. For this reason
we will skip directly to strong binary reachability. Recétiat our



implementation of binary reachability analysis producesesv
program and performs reachability analysis on it. The neygimm
in this case is:

That is, we know thafl? is well-founded and thap; C T7P—
think of T} as thegeneralizatioror core-reasoras to why the path
represented by, is a spurious termination counterexamgl. is

0.1 int 'pc = O; then added to our termination argument:

(1)'2 Lgitd o n%’) Z; T°(s,t) £ TP (s,t) Vfal se
2 { . Seconditeration. We then start the process again: we are trying to
2 : Pt (;;g?n?et (). y=nondet (), z=nondet (); prove termination at program location 5 and the currentiteation
5 do { argumentT®, equalsT® (s, t) = T} (s, t) Vv f al se and where:
5.1 if ('pc==5) { 5 N
5.2 if (!(false)) { T7 (s, t) = t(x) <t(y) At(x) > s(x) +1
g' i } ERRCR: ski p; The binary reachability procedure will produce the follogipro-
5 5 } gram:
5.6 if (" pc==0) { 0.1 int 'pc = O;
5.7 if (nondet()) { 0.2 int 'x, 'y, 'z;
5.8 R 1 voi d nai n()
5.9 Yy =y, 2 {
5.10 'z =z, 3 int x=nondet (), y=nondet (), z=nondet();
5.11 'pc =5 4 it (y>0) {
5.12 } 5 do {
5.13 } 5.1 if (' pc==5) {
6 if (nondet()) { 5.2 if (1( (x<y & x>='x)
7 X =X +y; 5.3 || false
8 } else { . 5. 4 ));
9 Z =X -Y; 55 }
10 } 5.6 if ('pc==0) {
11 } while (x<y && y<z); 5.7 if (nondet()) {
13 5.8 "X = X;
14 3 5.9 RARR%
5 . . . . 5.10 'z =z,
Note that?T” = f al se is used in the conditional at lin&2. A 5 11 "pc = 5;
temporal safety checker will find that the program locaftiROR 5. 12 }
(i.e. location5.3) is reachable, with one possible counterexample 5. 13 }
being:3 -4 —-5—51—56 —57—58—59—510 — 6 if (nondet()) {
511 —- 512 - 513 -6 -7 -8 - 10 - 11 — 5 — 7 X =X +y;
5.1 — 5.2 — 5.3. This counterexample can be broken up into 8 } else {
a representative stem and cycle. We perform this by sittie 9 zZ =X
stem from the cycle at the occurence of I8, and then removing 1(1) } V\,hi}l e (x<y && y<z):
all of the line numbers introduced by instrumentation. Ta&s/es 13 y y<z):
us with: 14 )

stem=3 —4—5
cycle=6 -7—8—10—11 —5 A temporal safety checker will find th&RROR is reachable, and
will produce the following counterexample:

stem=3—4—5

The stem and cycle represent the mathematical relafions, and cycle=6—-8—-9—10—11—5

Reyete: The representative relatiod;c., and R.y.ie are defined as:

Rstem (%0, Y0, 20), (T1,y1,21)) & 31 >0 Rstem (2o, Y0, 20), (x1,y1,21)) & 41 >0

N 1 =0 AN 1 =20

A 21 =20 N 21 =20
Rcycle((x07y07z())7(:rlyyhzl)) 2 1 ::I;O—|—y0 Rcycle((x07y07z())7(:rlyylyzl)) = Z1 = o — Yo

N 21 =20 N x1 =20

A Y1 = Yo A Y1 = Yo

AN x1 <Y1 ANz <y

N oy <z AN oy <z

The counterexample that we pass to the rank function syisthes Ve can define a second counterexample relagionas:

englne IS the rE|atlon P2(817 82) = 380 S 1. (507 51) S Rste'm A (817 82) S Rcycle

pi(s1,s2) £ Iso € I. (s0,51) € Rstem A (51,52) € Reyete p2 is also well-founded—the ranking relation produced is:

The rank function synthesis engine can prove this relatiefi-w
founded, and returns the following ranking relation conspudur-
ing the proof which over-approximates:

T3 (s,t) 2 t(y) < t(z) At(z) < s(z) + 1
We again refine the termination argument:

TP(s,t) 2 t(x) < t(y) At(x) > s(x) + 1 T%(s,t) £ T3 (s,t) V T1 (s,t) V f al se



Thirditeration. We are now ready to try and prove the validity of
the termination argument:

T°(s,t) £ T3 (s,t) V Ty (s,t) V f al se
The program that the binary reachability procedure proslise

0.1 int 'pc = 0;
int 'x, 'y, 'z;

e
N

1 voi d main()

2 |

3 int x=nondet (), y=nondet (), z=nondet()
4 if (y>0) {

5 do {

5.1 if ('pc==5) {

5.2 if ('( (y<z && z<="72)
5.3 ] (x<y && x>="X)
5.4 || fal se

5.5 )

5.6 }

5.7 if (' pc==0) {

5.8 if (nondet()) {

5.9 X =X

5.10 Y =y,

5.11 'z =z,

5.12 "pc =5

5.13 }

5.14 }

6 if (nondet()) {

7 X =X +y,;

8 } else {

9 zZ =X-Y

10 }

11 } while (x<y && y<z)

13 }

14 }

The locatiorERRORs not reachable in this program and, therefore,
the final termination argument for program locatiois valid:

T®(s,t) £ T (s, t) VT7 (s, t) vV fal se
where

T3 (s,t) 2 t(y) < t(z) At(z) < s(z) + 1

Tr (s,t) 2 t(x) < t(y) At(x) > s(x) + 1
Because there is only one cutpoint in this program, we casorea
that the final whole-program termination argument is:

R C Ty uTy UTP™

6. Experimental results

We have integrated BRMINATOR into the Static Driver Verifier
(SDV) formal verification tool [1, 19], which is distributegs a
part of the Microsoft Windows Device Driver Development Kit
SDV uses a temporal safety checker to prove properties afeev
drivers. SDV provides a set of safety properties togethéh wn
abstract model of the environment in which device drivers-ex

3 3

L

s | 8| 8 | 8| &
| £ s | 3 5 | §
9 < ) & & S
g | & & & 5 |
1 12 0 1 1K 3
2 8 0 0 1K 8
3 410 0 1 8K 26
4 1475 0 1 7.5K 24
5 123292 1 11 5.5K 50
6 196 1 3 5K 29
7 4174 0 0 8K 23
8 210 0 11 5K 27
9 1294 0 5 6K 38
10 158 0 0 8K 21
11 13 0 0 2.5K 6
12 204 0 0 2.5K 16
13 257 1 1 7.5K 26
14 5 0 0 1K 2
15 141 0 1 6.5K 18
16 22 0 0 1.5K 2
17 800 1 6 4K 35
18 1503 1 0 6.5K 31
19 209 0 3 3K 28
20 4099 0 2 10K 63
21 1461 1 4 16K 56
22 114762 0 5 34K 65
23 158746 2 10 35K 75

cute. We were able to reuse SDV's environment model in the new Figure 12. Results of experiments using an integration @RMi-

integration after two minor modifications. The new propettgt
our SDV/TERMINATOR integration proves of a device driver is that
dispatch routines, when called, always return back to theamn
ment’s call-site. The environment uses non-determingtaices to
model the possibility of calling any of the device driverisghtch
routines, providing coverage for all of the dispatch roegiin the
device driver.

We applied SDV/ERMINATORto the standard 23 Windows OS
device drivers used within Microsoft to test SDV. Each ofsin@3
drivers provides from 5 to 10 dispatch routines.

NATOR with the Windows Static Driver Verifier[19] product (SDV)

on the standard 23 Windows OS device drivers used to test SDV.
Each device driver exports from 5 to 10 dispatch routindsofal
which must be proved terminating.



The results of these experiments are displayed in Figure 12.

The results indicate the scalability ofERMINATOR to programs
with up to 35,000 lines of code. In practicERMINATOR spends
effectively 100% of its time in the binary reachability aysik. For
this reason, the results in Figure 12 also demonstrate theaxy
and scalability of ERMINATOR’s binary reachability analysis.

¢ |n the previous approaches for proving the termination of im
perative programs, finding a ranking function is the maitk tas
(proving that the ranking function actually decreases iergv
computation step of the program is relatively easy). In quir a
proach the main task is the check of the termination argument
for which we have designed a binary reachability analysis.

The termination violations reported byERMINATOR are split
into two categories in Figure 1#ue bugsandfalse bugsThe false
bugs are due to inaccuracies iERMINATOR’s analysis, which can
be categorized accordingly:

One of the earliest abstraction-based verification toolay-S
TOX [4] can check the termination of Pascal programs using
greatest-fixpoint iteration. This is an alternative apploavith a
different flavor than ours. The problem here is to develogtiral
Heaps: A majority of the false bugs were caused by loops in which  over-approximation techniques for greatest-fixpointitien.

the program is walking a linked-list data structure. Fomepke: There are other abstraction-based methods for terminttain
are targeted at more specialized settings (e.g. [23] on [I®lese
approaches do not implement abstraction refinement, mg&mén
loss of information under a (fixed) abstraction cannot bevered.

We finally come to the comparison with model checking for
finite-statesystems. It has been observed that for a given finite-
state system, termination can be reduced to a safety pydp&He
algorithm in [2] makes this explicit using a program tramsfation,

do { f(p); p = p->next} while (p !'= NULL);

TERMINATOR currently does not have a rank function synthesis
mechanism that accurately models operations occurringen t
program that modify the shape of the heafERMINATOR’s
rank function synthesis module can determine that a counter
pointed to by a pointer is decremented, but itis unable teara but this fact implicitly underlies all model checking algbms

effectively about the effects of instructions on heapsize e TR ) .
i ) ] i for termination in finite-state systems. The idea is to dedoc a

Notg that, in cases where the drivers are using high-level op repeated occurrence of the same state on some trace. fingies

erations on kernel-level data-structures (such as quenes a there exists a way in which our method generalizes the model

stacks), these were not reported as bugs bRMINATOR. This checking algorithm for termination of finite-state systeiamely,

is due to the fact that we were able to model the size of the e can phrase the algorithm as the binary reachability aisaiat

structures using arithmetic in the SDV environment model. checks the inclusiotR; C 7' for one particular binary relation
Bit operations: Our implementation of binary reachability analy- 7', fixed independently of the finite-state systefhconsists of all

sis overapproximates the meaning of the C bit operationss suc pairs of different states.

as&?, meaning that ERMINATOR can return false counterex-

amples in cases where the termination condition requiresra m T ={(s1,82) | s1 #s2} = |J {(s1,92)}

precision treatment of these operations. 51752

The relationT is a finite union of well-founded relations (finite
because of the limitation to finite-state systems; in fdtis the
largest relation with this property). Hence, terminaticen che
shown by checking the inclusion of the binary reachabilgiar
tion of the finite-state system if, i.e.RI+ CT.

Note that in most cases the false bugs caused by linkedalist it

operations are easily recognizable by the developer of tiverd

Another interesting aspect is that we saw no false bugs dire to

accuracies in the environment model. This gives us hopelit

improvements to the handling of bit-vectors and heaERMiNA-

TOR could achieve an unprecedented level of accuracy for auto-

matic program verification. .
The true bugs in Figure 12 are termination counterexamples 8. Conclusion

found by TERMINATOR that have been confirmed as bugs by de- In this paper we have introduced a method and a toBRMINA-

velopers in the Windows kernel team. The bug in driver nuntber  TOR, that supports the following set of features:

is the example used in Section 1 (Figure 1). In this caBRMINA- . .

ToRreturned a path with 2531 steps (formally, a sequence of 2531 Scalability. As the experimental results demonstrat&RMINA-

statements). The path was from the start of the environmedetis TOR is able to analyze the termination of device driver dis-

mai n function through the driver and into the loop in Figure 1. patch routines with up to 35,000 lines of code. This is due to
the fact that ERMINATOR’s binary reachability analysis imple-

ments a form of counterexample-guided abstraction refineme
7. Related work that leverages the locality of each binary reachabilityrgue
Automatic program termination is a research topic datincklia
Turing [22] and before. Techniques have been developed imra n
ber of contexts, including term rewriting (e.g. [9, 14]) alodjic
and functional programming (e.g. [7, 16, 17]). Inspired by suc-
cess of automatic program verification for temporal safetypp
erties (e.g. [1, 3, 15]), researchers have found a renewedest
in techniques for proving program termination of imperatjro- ' : - : S
grams (e.g. [5, 8, 12]). require the user to provide ranking functions or proof himtss

In summary, our work differs from the previous research io tw is due to TERMINATOR's counterexample-guided argument re-
ways: finement mechanism, which leverages binary reachability.

Applicability. TERMINATOR supports most of the language fea-
tures required in at least one application area (deviced)v
arbitrary loop nesting, side-effects and aliasing, fuorcti
pointers, etc. This is due to binary reachability which lwsac
these details independently.

Automation. TERMINATOR is completely automatic. It does not

Precision. TERMINATOR implements a precise path-sensitive and

e Our method and tool seems to be the first automatic program - ;
context-sensitive program analysis.

termination analysis that is successfully applied to indais
systems code.

2|n contrast, for an infinite-state system, we have only shthahtermina-
tion can be reduced to thexistence ofa safety property. The difficulty of
an automatic proof is that the tool has to find that safety @rtyp

1See [10] for more information on we might support these djmra more
accurately



Counterexample generation. TERMINATOR provides counterex-
amples to failed termination proofs. This is, again, a feathat
is a direct consequence 0ERMINATOR'’S binary reachability
analysis.

TERMINATOR achieves this milestone by shifting the burden
away from the construction of termination arguments anchéo t
checking of termination argumentsSERMINATOR constructs ter-
mination arguments which are the disjunction of (possibgng)
simple well-founded relations. Each of these relationgésvth, on
demand, from a simple and fast analysis on a single pathghrou
the program. ERMINATOR’s binary reachability analysis, on the
other hand, must perform the arduous task of actually chegakiat
the disjunction of arguments covers over all possible gHistates
within all possible traces through the program. The expenis
that we have performed withERMINATOR show that this task can
be solved with satisfying accuracy and scalability.

Futurework In the future we would like to investigate ways in
which binary reachability and HRMINATOR’S method of refine-
ment for termination arguments can be used when provingéise
properties of concurrent programs. We would also like te#av
tigate methods of accelerating the production of countergmtes

in TERMINATOR’s binary reachability analysis using tools such as
CBMC [6].

TERMINATOR could potentially be used in ways beyond simply
proving termination. For exampley8T10X [4] is used to derive de-
bugging information, namely, to derive states that mustitably
reach the error state, a property that can be phrased in térms
mination. TERMINATOR'’s analysis could potentially be used in a
similar fashion.
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