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Abstra
tAbstra
tion plays an important role for veri�
ation of 
omputer pro-grams. We want to 
onstru
t the right abstra
tion automati
ally. Thereis a promising approa
h to do it, 
alled predi
ate abstra
tion. An insuÆ-
iently pre
ise abstra
tion 
an be automati
ally re�ned. There is an au-tomated model 
he
king method des
ribed in [2℄ whi
h 
ombines bothte
hniques, e.g., predi
ate abstra
tion and abstra
tion re�nement. Thequality of the method is expressed by a 
ompleteness property relative toa powerful but unrealisti
 ora
le-guided algorithm.In this work we want to generalize the results from [2℄ and introdu
enew abstra
tion fun
tions with di�erent pre
ision. We implement the newabstra
tion fun
tions in a model 
he
ker and pra
ti
ally evaluate theire�e
tiveness in verifying various 
omputer programs.ZusammenfassungAbstraktion spielt bei der Veri�kation von Computerprogrammen einewi
htige Rolle. Unser Wuns
h ist es, die ri
htige Abstraktion automatis
hzu �nden. Es gibt einen vielverspre
henden Ansatz es zu ma
hen, der alspredi
ate abstra
tion bezei
hnet wird. Eine Abstra
tion, die ni
ht pr�azisegenug ist, kann automatis
h verfeinert werden. Es gibt eine automatisierteModel Che
king Methode, die in [2℄ bes
hrieben ist, die beide Te
hniken,n�amli
h predi
ate abstra
tion und Abstraktionsverfeinerung, miteinan-der kombiniert. Die Qualit�at der Methode wird dur
h eine Vollst�andig-keitseigens
haft ausgedr�u
kt, die relativ zu einem m�a
htigen aber ni
htrealistis
hen orakel-basierten Algorithmus betra
htet wird.In dieser Arbeit wollen wir die Ergebnisse von [2℄ verallgemeinern undneue Abstraktionsfunktionen vorstellen. Au�erdem wollen wir die neuenAbstraktionsfunktionen in einem Model Che
ker implementieren und ihreE�ektivit�at an vers
hiedenen Beispielprogrammen praktis
h evaluieren.v
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Chapter 1Introdu
tionThere is a variety of automated veri�
ation methods using di�erent te
h-niques to prove system 
orre
tness. All methods use abstra
tion of thesystem whi
h properties are veri�ed. Su
h abstra
tion is a less 
omplexapproximation of the original (
on
rete) system. The approximation mustbe safe, i.e., it must 
ontain all possible behaviors of the 
on
rete system.Most interesting system properties are unde
idable, and the numberof the system states is in the most 
ases unmanageably high or evenin�nite. The unde
idability is addressed by providing semi-algorithmswhi
h do not terminate on some inputs. Abstra
tion is used to ta
kle the
omplexity.We want to �nd the right abstra
tion automati
ally. For this purposewe have to 
ome up with an abstra
tion method whi
h provides an easily
omputable and suÆ
iently pre
ise abstra
tion pro
edure.There exists a promising approa
h to 
onstru
t abstra
tions automat-i
ally, 
alled predi
ate abstra
tion. The 
on
rete states of a system areabstra
ted using a �nite set of predi
ates. An insuÆ
iently pre
ise ab-stra
tion 
an be automati
ally re�ned by an abstra
tion re�nement pro-
edure. The right abstra
tion is 
omputed iteratively starting with someinitial abstra
tion and re�ning it using spurious error tra
es generated bythe model 
he
ker. This provides a semi-algorithm that possibly does notterminate on some inputs [13℄.An automated model 
he
king method whi
h in
orporates predi
ateabstra
tion with abstra
tion re�nement is des
ribed in [2℄. Another issueaddressed in that paper is a goodness 
riterion for a veri�
ation methodgiven as a semi-algorithm. Relative 
ompleteness property wrt. a powerfulbut unrealisti
 (ora
le-guided) method is used as a quality measure forthe veri�
ation method from [2℄. 3



In this work we want to generalize the relative 
ompleteness resultfrom [2℄ and introdu
e new abstra
tion fun
tions with di�erent pre
ision.We set up a framework whi
h should help to reason about the abstra
tionfun
tions in a uniform fashion. Furthermore, we want to implement thenew abstra
tion fun
tions in a model 
he
ker and pra
ti
ally evaluatetheir e�e
tiveness.The thesis is organized as follows:Chapter 2 provides an introdu
tion into model 
he
king as rea
habilityanalysis and framework of abstra
t interpretation;Chapter 3 des
ribes the implemented model 
he
king algorithm and itsunrealisti
 ora
le-guided 
ounterpart;Chapter 4 introdu
es a framework whi
h helps to deal with the gener-alized setting of the veri�
ation method without reasoning by 
asesfor ea
h abstra
tion fun
tion;Chapter 5 gives a des
ription of the implemented model 
he
ker: design,implementation issues, and a short user manual;Chapter 6 
ontains results of the experiments with some \real-world"programs (imperative programs, 
ommuni
ation proto
ols, param-eterized systems, et
.) using di�erent abstra
tion fun
tions;Chapter 7 des
ribes some related model 
he
king methods for softwareas well as for hardware veri�
ation;Chapter 8 gives a 
on
luding overview and open problems.
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Chapter 2Automated Veri�
ationIn this 
hapter we introdu
e model 
he
king and abstra
t interpreta-tion. These two te
hniques are the key building blo
ks of our veri�
ationmethod. The major diÆ
ulties that arise during the system veri�
ationare the following. From the theoreti
al point of view, most of the inter-esting system properties are unde
idable; from the pra
ti
al point of viewa number of states of a 
omplex program 
an be unmanageably large oreven in�nite (known as \state explosion").2.1 Model Che
kingModel 
he
king is an automated te
hnique for verifying (in)�nite statesystems. It has many advantages over traditional approa
hes su
h as sim-ulation, testing, and dedu
tive veri�
ation. Among the advantages is thepossibility to exhaustively (by using symboli
 methods) explore the statespa
e, whi
h 
an be in�nite, to determine whether the system satis�esthe given spe
i�
ation.We restri
t the 
lass of problems that our model 
he
ker should be ableto solve. We are interested in verifying safety spe
i�
ations, i.e., we wantto 
he
k whether a parti
ular set of the system states Qerr 
an be rea
hedduring some exe
ution of the system. Usually Qerr is a set of error statesthat must not be rea
hable under assumption that the system is 
orre
t.This temporal property is interesting for pra
ti
al purposes of systemveri�
ation, and as many other temporal properties, it is unde
idable ingeneral. 5



We assume that the in�nite state system that we want to verify 
anbe translated into 
orresponding transition system S given as a tupleS = hQ;Qinit;!iIn this tuple Q is a set of states, Qinit � Q is a set of the initial states,and �nally !� Q�Q is a transition relation. The transition relation !
an be extended to the sets of states Qp � Q as follows:postS(Qp) = fq0 2 Qjq 2 Qp and (q; q0) 2!gThe ba
kward iteration operator is de�ned as:preS(Qp) = fq0 2 Qjq 2 Qp and (q0; q) 2!g2.1.1 Rea
hability AnalysisThe rea
hability analysis 
an be redu
ed to the set in
lusion test whetherthe set of the rea
hable states does not 
ontain Qerr.The set of states (forward-) rea
hable from Qinit is the least solutionof the �xpoint equation [11℄Rea
h = Qinit [ postS(Rea
h)We 
an also reverse the dire
tion of the rea
hability analysis and test ifthe set of states ba
kward rea
hable from Qerr entails the set of initialstates Qinit. The set of ba
kward rea
hable states 
an be obtained by�nding the least solution of the following �xpoint equation:Ba
krea
h = Qerr [ preS(Ba
krea
h)The safety property of the system in the sense of the rea
hability spe
i-�
ation 
an be expressed (depending on the analysis dire
tion) as one ofthe tests Rea
h \Qerr ?= ;Ba
krea
h \Qinit ?= ;The system is safe if the interse
tion set is empty.6



2.2 Abstra
t InterpretationThe unde
idability of the rea
hability problem and the 
omplexity 
ausedby the state explosion 
an be ta
kled by using some form of approxima-tion. The general idea of using approximation is to repla
e a system byits less 
omplex model. A proof obtained for the model is also a proof forthe 
on
rete system.We 
an approximate an in�nite state system by a �nite state model.There are several types of �niteness assumptions: approximation by �nitedomains, restri
tion of unbounded data stru
tures, restri
tion of a

eptedspe
i�
ation and/or system types, et
.A uni�ed abstra
tion framework is needed to set up a model 
he
kingmethod based on approximation. Otherwise, one would �nally end in\Teufels K�u
he".1There is a framework of abstra
t interpretation introdu
ed in [6, 7℄whi
h formalizes the notion of approximation. There are two approa
hesto abstra
t interpretation introdu
ed in this framework: a Galois 
onne
-tion approa
h, and a widening/narrowing approa
h.An appli
ation of the widening/narrowing approa
h is a dedu
tivemodel 
he
ker DMC implemented at MPII Saarbr�u
ken [11℄. In this workwe des
ribe an implementation of a model 
he
ker whi
h is based onthe Galois 
onne
tion approa
h. A brief overview of the approximationmethods is given bellow.2.2.1 Galois Conne
tion Approa
hThe Galois 
onne
tion approa
h to abstra
t interpretation [7℄ formalizesthe fa
t that a �xpoint equation X = F (X) 
an be approximated bysome equation X = F (X). It is required that F 2 L 7�! L is a monotonefun
tion; L(v;t) is a �nite poset, i.e., a �nite set partially ordered bya re
exive, transitive, and antisymmetri
 order relation v. Moreover, tdenotes the least upper bound of the poset. L(v;t) is �nite, hen
e, we
an solve the approximating equation X = F (X) iteratively starting fromthe basis ?.Now we need to formalize the 
orresponden
e between the 
on
retedomain L and its �nite dis
rete abstra
tion L. This is done by a Galois
onne
tion (also 
alled pair of adjoint fun
tions).De�nition 1 (Galois Conne
tion). If L(v) and L(v) are posets, thenh�; 
i is a Galois 
onne
tion, written L 
�� L, if � 2 L 7�! L and 
 21German, { Teufel, devil, K�u
he, kit
hen7



L 7�! L are fun
tions su
h that:8x 2 L; y 2 L : (�(x)v y), (x v 
(y)) (2.1)�(x) is the abstra
tion of x, i.e., the most pre
ise approximation of x 2 Lin L. 
(y) is the 
on
retization of y, i.e., the most impre
ise element ofL whi
h 
an be soundly approximated by y 2 L.An example of using a Galois 
onne
tion 
an be found in [9℄ (approxima-tion of sets of natural numbers by intervals).The abstra
t domain L 
an be parameterized [2℄, so it is possibleto adjust the approximation pre
ision. For a detailed des
ription of theparameterized Galois 
onne
tion implemented in the model 
he
ker seeSe
tion 4.2.3.2.2.2 Widening/Narrowing Approa
hThe key idea of the widening/narrowing approa
h [6, 7℄ is to use a widen-ing operator O 2 L� L 7�! L su
h that:8x; y 2 L : x v xOy8x; y 2 L : y v xOyand for all in
reasing 
hains x0 v x1 v : : : the in
reasing 
hain de�ned byy0 = x0; : : : ; yi+1 = yiOxi+1; : : : is not stri
tly in
reasing. If the wideningoperator is used to iteratively 
ompute the least �xpoint as follows:X̂0 = ?X̂i+1 = (X̂i if F (X̂i) v X̂iX̂iOF (X̂i) otherwisethen the 
omputation terminates and its limit Â is a sound approximationof the least �xpoint lfp(F;?).The approximation Â 
omputed using widening operator 
an be im-proved using a narrowing operator 4 2 L� L 7�! L [9℄.Other widening operators (e.g., unary ones) are also possible. E.g., inChapter 3 we use a unary widening operator O 2 L 7�! L su
h that:8x 2 L : x v O (x)and the least �xpoint is 
omputed asX̂0 = ?X̂i+1 = O Æ F (X̂i)8



An example of using widening/narrowing on intervals 
an be foundin [9℄.
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Chapter 3Model Che
king: Method Iand Method IIThere is a pair of model 
he
king methods introdu
ed in [2℄ 
alled MethodI and Method II. The �rst method represents a model 
he
king algorithmwhi
h uses predi
ate abstra
tion 
ombined with abstra
tion re�nement.The se
ond one is based on �xpoint iteration with unrealisti
 ora
le-guided widening. The algorithms1 are parameterized by the iteration di-re
tion: forward, and ba
kward.As mentioned in Chapter 2, we try to ta
kle the unde
idability and the
omplexity of model 
he
king by using some form of approximation. Weare interested in approximation te
hniques that 
an be automati
ally ad-justed to a parti
ular system. Namely, if the veri�
ation algorithm failedto prove the system property, a re�ned approximation is 
omputed, andthe algorithm is given another try.For our implementation, we are interested in the algorithm instan
ewith ba
kward iteration and ba
kward abstra
tion re�nement. We makethe ordering on system states parameterized and take di�erent abstra
tionfun
tions into 
onsideration.In the following se
tions we des
ribe Method I and Method II.3.1 System RepresentationIn this se
tion we des
ribe how a system that we want to verify is repre-sented.1These algorithms do not terminate in general so we should 
all them "semi-algorithms", but we keep the term algorithm for simpli
ity.11



We represent an input system by a set of initial states, error states, anda transition relation. We represent a possibly in�nite set of the rea
hablestates symboli
ally using a formula over the system variables; a systemstate is a valuation of the system variables. A formula is 
onstru
tedfrom a �xed �nite set of atomi
 formulas (we 
all them predi
ates) usingboolean 
onne
tives. In our implementation the predi
ates 
ome fromlinear arithmeti
, but another formalisms 
an be also used.The transition relation over the system states is represented as a setof guarded 
ommand of the form:Guard(X) ^X 0 :=Update(X)where X is a tuple of all system variables hX1; : : : ;Xni in
luding thelo
ation label (or program 
ounter). X 0 denotes the variables after the
ommand exe
ution. The formula Guard(X) is the enabling 
ondition ofthe 
ommand, i.e., the transition is possible i� the guard is satis�ed.The updates of the system variables are de�ned as X 0i := Updatei(X)for i = 1; : : : ; n, where Updatei(X) is an arithmeti
 expression or a newlo
ation label.Here is an example of representing a transition system as a set ofguarded 
ommands.
plusinit error

X >= 3X := 0

X++

X < 3

Figure 3.1: A small system.Example 1 (Guarded Commands). We translate the transition systemshown in Figure 3.1 into a set of guarded 
ommands C = f
1; 
2; 
3ggiven in Table 3.1.3.2 Iteration and InvariantsNow we des
ribe a \synta
ti
" transition operator pre, a parameterizedorder relation on system states �k, and formalize the system 
orre
tness.12



Guard Update
1 PC = init PC0 := plus; X 0 := 0
2 PC = plus ^X < 3 PC0 := plus; X 0 := X + 1
3 PC = plus ^X � 3 PC0 := errorTable 3.1: Guarded 
ommands of the small system.We de�ne the prede
essor operator pre
 for every guarded 
ommand
 of a system. The appli
ation of pre
 on a formula ', with the tuple offree variables X, 
onsists in substituting the variables in X by its primedvalues, 
omputed using Update(X), and adding the 
ommand's guard:pre
(') = Guard(X) ^ '[Update(X)=X℄Note that the exe
ution of pre
 does not require a 
onstraint satis�ability
he
k.The operator pre for a system C is a disjun
tionpre(') = _
2C pre
(')The following example shows how the \synta
ti
" operator pre is ex-e
uted.Example 2 (Synta
ti
 Transition). We apply the se
ond 
ommand fromExample 1
2 � PC = plus ^X < 3 ^ PC 0 :=plus ^X 0 :=X + 1on the formula ' � PC = plus ^X = 1The tuple of free variables of ' is hPC;Xi. The 
omputation of the tran-sition is done in the following steps:2pre
2(') � Guard(hPC;Xi) ^ '[plus=PC; X + 1=X℄� PC = plus ^X < 3 ^X + 1 = 1� PC = plus ^X < 3 ^X = 0The transition result is the following:PC = plus ^X < 3 ^X = 02Note that we simpli�ed the substitution of the program 
ounter variable PC inthis example. 13



We want to 
ompare sets of states with ea
h other (whether one set
ontains more states than other). For this purpose, we introdu
e an or-dering on the sets of 
on
rete states, denoted as �k, and an ordering onthe sets of abstra
t states, denoted as v. We use the index k to stressthat the 
on
rete ordering is parameterized. For more details see Se
tion4.2.In our algorithms, we denote the set of all states ex
ept the initialstate by the formula nonInit, and the initial set of error states by theformula unsafe. The formula nonInit is only supposed to express that thelo
ation label init is unrea
hable, i.e., PC 6= init.We formalize the system 
orre
tness de�ned in Se
tion 2.1.1 aslfp(pre; unsafe) � nonInit (3.1)where lfp(pre; unsafe) is the least �xpoint of the operator pre 
omputedfrom the basis unsafe. Note that we 
an easily do the entailment 
he
k in(3.1) by 
omparing the lo
ation label of the rea
hable state with the labelinit. The system is 
orre
t if the lo
ation labeled by init is not rea
hed.The system 
orre
tness is proved by 
omputing an invariant and prov-ing its safety. The �xpoint ' = lfp(pre; unsafe) is a safe invariant if thefollowing impli
ations are valid:unsafe �k 'pre(') �k '' �k nonInit (3.2)The 
orre
tness 
an be also established by 
onstru
ting an upper ap-proximation of the operator pre, 
omputing the least �xpoint of the ap-proximated operator, and proving its safety. The framework of abstra
tinterpretation [6, 7℄, des
ribed in Se
tion 2.2, is used to set up two model
he
king methods: Method I, and Method II. The �rst method is basedon predi
ate abstra
tion; the se
ond one uses widening.3.3 Method I: Predi
ate Abstra
tion with Re-�nementMethod I is an algorithm for iteratively �nding a safe invariant (3.2) ofa program or showing the program in
orre
tness (see Figure 3.2 for mainsteps of the algorithm). The abstra
t �xpoint iteration is parameterizedby a �nite set of predi
ates Pn, where n = 0; 1; : : : denotes the number14



of the re�nement step. If the found invariant (i.e., the �xpoint) does notimply the system 
orre
tness be
ause the approximation was too 
oarsethen a re�ned iteration operator is 
onstru
ted, and the algorithm startsa new �xpoint 
omputation using the re�ned version of the operator.
Error Trace
found

Property
proved

UNSAFESAFE

Refine
the abstraction

Spurious Trace
found

Check
the property

Figure 3.2: Method I: Algorithm with abstra
tion re�nement.The re�nement pro
edure iterates the 
on
rete operator pre and 
ol-le
ts the resulting atomi
 formulas:De�nition 1 (Operator preds).preds(_i2I ĵ2Ji 'ij) = f'ij ji 2 I; j 2 JigThe set of the atomi
 formulas grows after ea
h re�nement iterationPn = Sni=0 preds(prei(unsafe)); this means that the abstra
tion quality in-
reases for in
reasing n.A detailed des
ription of Method I is shown in pseudo-
ode notationin Figure 3.3.The �xpoint ' is 
omputed by iterating the abstra
t operator pre#nover the �nite free latti
e L(Pn;v) whi
h is generated by the set of atomi
formulas Pn and ordered by a latti
e ordering v. The abstra
t transitionoperator is the most pre
ise abstra
tion pre#n of the operator pre wrt. tothe parameter set Pn. It is de�ned as a 
omposition of an abstra
tionfun
tion �Pnk , the prede
essor operator pre and a 
on
retization fun
tion15



P0 := preds(unsafe)n := 0loop
onstru
t abstra
t operator pre#n de�ned by Pn' := lfp(pre#n ; unsafe) /* lfp found after i iterations */if (' �k nonInit) thenSTOP with \Safe"else if (prei(unsafe) 6�k nonInit) thenSTOP with \Unsafe"Pn+1 := Pn [ preds(pren+1(unsafe))n := n+1endloopFigure 3.3: Method I: Abstra
t �xpoint iteration with iterative abstra
-tion re�nement.
Pnk using the Galois 
onne
tion approa
h to abstra
t interpretationpre#n = �Pnk Æ pre Æ 
Pnk (3.3)Note that the abstra
t operator is parameterized in two ways: by theset of atomi
 predi
ates Pn and by the state ordering �k. A detaileddes
ription of the operators, order relations, and requirements imposedon them is given in Chapter 4.3.4 Method II: Ora
le-Guided WideningMethod II �nds an invariant by iterating the 
on
rete operator pre start-ing from the set unsafe and querying an ora
le to perform widening. Thealgorithm des
ription is given in Figure 3.4.The ora
le instantly determines a widening operator at ea
h iterationstep. The widening operator, provided by the ora
le, is applied on theresult of the appli
ation of pre.There is a restri
tion on the widening operator 
hosen by the ora
le:it 
an only drop some (or none) of the 
onjun
ts of a formula '. Theora
le's answer is a number w whi
h determines the set of 
onjun
ts thatare dropped by the widening:widen(w;_i2I ĵ2Ji 'ij) =_i2I ĵ2J 0i 'ij ;where J 0i � Ji is determined by w16



The resulting formula '0 entails ', i.e., it denotes a larger set of states.' := unsafeloop'0 := pre(')if ('0 �k ') thenif (' �k nonInit) thenSTOP with \Safe"elseSTOP with \Don't know"elsew := guess provided by ora
le' := widen(w; (' _ '0))endloopFigure 3.4: Method II: �xpoint iteration with ora
le-guided widening.
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Chapter 4Abstra
tion Re�nementFrameworkThe abstra
t transition operator pre# (3.3) 
an be 
onstru
ted using dif-ferent abstra
tion fun
tions. Hen
e, by proving lemmas and theoremsabout Method I reasoning for every abstra
tion fun
tions is unavoidable.We introdu
e a framework that helps to work with di�erent abstra
-tion fun
tions and to reason about them in a uniform way.4.1 NotationThe following notation is used:� A is an in�nite set of all atomi
 formulas;� P is a �xed �nite subset of A;� L(X ) is a set of all formulas built using atomi
 formulas from X ,where X � A. Furthermore:{ the formulas are 
onsidered to be in the disjun
tive normalform: ' =_i2I ĵ2Ji 'ij , where every 'ij is atomi
{ L(X ;v) is a free distributive latti
e of X ordered by v.� [
℄R denotes the equivalen
y 
lass 
ontaining some element 
, i.e.,set of those elements whi
h are equivalent (wrt. the equivalen
erelation R) to 
; 19



� C=R denotes the fa
tor set 
onsisting of the equivalen
e 
lasses ofR;� Dom(f) is the domain of the fun
tion f ;� Ran(f) is the range of the fun
tion f ;4.2 FrameworkIn our framework, the abstra
tion fun
tions and order relations are re-ferred by the index k. In this work, we introdu
e three di�erent abstra
-tion fun
tions together with the 
orresponding 
on
rete order relations.Therefore, the index k is supposed to be from f1; 2; 3g.In order to be able to use the abstra
tion fun
tions in Method I, weneed to de�ne the following:� 
on
rete order relation �k over formulas from L(A);� equivalen
e relation �k on L(A);� abstra
tion fun
tion �Pk parameterized by P; 1� 
on
retization fun
tion 
Pk also parameterized by P.We show that ea
h pair of fun
tions h�Pk ; 
Pk i is a Galois 
onne
tion.We also generalize the relative 
ompleteness result from [2℄ and show thatMethod I is 
omplete wrt. Method II if we instantiate the order relationby �k and pair of abstra
tion and 
on
retization fun
tions by h�Pk ; 
Pk i.4.2.1 Order RelationsWe de�ne the order relations �k on formulas from L(A) as impli
ationprovability by a theorem prover. We have that ' �k '0 if the theoremprover 
orresponding to the ordering �k 
an show the validity of impli-
ation ' ` '0.The theorem provers for �k are simulated by a given theorem provera

ording to the de�nitions for �k that are given below. The given theo-rem prover must be able to show the validity of the following impli
ationfor atomi
 formulas ' and '0: ' ^ '0 ` '' ` ' _ '0 (4.1)1If the set of atomi
 predi
ates P is known from the 
ontext it might be omitted,i.e., we 
ould write �k instead of �Pk . 20



We give a des
ription how to simulate the theorem prover for theordering �k over the formula stru
ture: for 
onjun
tions, and for dis-jun
tions. Ea
h 
onjun
t is an atomi
 formula, and ea
h disjun
t is a
onjun
tion. We introdu
e a new notation: lessrelation means \less wrt.relation". The same is assumed for \greater".The order relations �k have a 
ommon de�nition for disjun
tions.Note that we use lo
al subsumption test [12℄, i.e., the disjun
ts are treatedindependently from ea
h other. Thus, we obtain a weaker but less expen-sive test whi
h amounts to testing entailment between quadrati
ally many
ombinations of 
onjun
tions:_i2I 'i �k _j2J '0j i� 8i 2 I 9j 2 J : 'i �k '0jThe de�nitions for 
onjun
tions di�er for di�erent order relations.De�nition 1 (Order relation �1). For 
onjun
tions of atomi
 formu-las the relation �1 is de�ned as equality between the 
onjun
ts:î2I 'i �1 ĵ2J '0j i� 8j 2 J 9i 2 I : 'i � '0jDe�nition 2 (Order relation �2). For 
onjun
tions of atomi
 for-mulas the relation �2 is de�ned as impli
ation provability between the
onjun
ts (
onjun
ts are treated independently from ea
h other):î2I 'i �2 ĵ2J '0j i� 8j 2 J 9i 2 I : 'i ` '0jDe�nition 3 (Order relation �3). For 
onjun
tions of atomi
 formu-las the relation �3 is de�ned as the impli
ation provability between the
onjun
tion on the left-hand side and the 
onjun
ts on the right-handside: î2I 'i �3 ĵ2J '0j i� 8j 2 J : î2I 'i ` '0jHere are some examples of order relations �k. Note that it is impor-tant to distinguish these relations from the order relation � over rationaland real numbers.Example 1 (Order relation �1).(X � 1) �1 (X � 1)(X � 1 ^ Y � 10) �1 (X � 1)(X � 1) 6�1 (X � 2)(X � 1) 6�1 (X � 1 ^ Y � 10)21



Example 2 (Order relation �2).(X � 1) �2 (X � 10)(X � 1 ^ Y � 10) �2 (X � 10)(X � 1 ^X � 1) 6�2 (X = 1)Example 3 (Order relation �3).(X � 1 ^X � 1) �3 (X = 1)Note that the examples of �1 are also examples of �2 and �3; similarly,the examples of �2 are examples of �3. The order relations �k 
an be
ompared with ea
h other.Lemma 1 (Relation between �k). Let ', and '0 be formulas fromL(A). There are the following relations between the orderings �k:' �1 '0 ) ' �2 '0 ) ' �3 '0Proof. Be
ause the order relation �k share the same de�nition for dis-jun
tions, we only show the above impli
ations between 
onjun
tions ofatomi
 formulas, i.e., for Vi2I 'i and Vj2J '0j .We have the following impli
ations, whi
h follow from the require-ments to the theorem prover (4.1):'i � '0j ) 'i ` '0j'i ` '0j ) ^ : : : 'i : : : ` '0jThus, we have the following impli
ations:8j 2 J 9i 2 I : 'i � '0j )8j 2 J 9i 2 I : 'i ` '0j )8j 2 J : î2I 'i ` '0jTherefore, we 
on
lude that ' �1 '0 ) ' �2 '0 ) ' �3 '0. utNote that the impli
ations in other dire
tion do not hold in general 
ase.The abstra
t order relation of the free distributive latti
e L(P;v) isde�ned as follows.De�nition 4 (Order relation v). For 
onjun
tions of atomi
 formu-las, the relation v is de�ned as:î2I 'i v ĵ2J '0j i� 8j 2 J 9i 2 I : 'i � '0j22



The order relations �1 and v 
oin
ide. Furthermore, the abstra
t orderrelation v implies the 
on
rete order relation �k:' v '0 ) ' �k '0 (4.2)This is a 
onsequen
e from Lemma 1 and the fa
t that v and �1 
oin
ide.4.2.2 Equivalen
e RelationsThe equivalen
e relations �k over the set of formulas F(A) de�ne theequivalen
e 
lasses [ ℄�k and fa
tor sets =�k.De�nition 5 (Equivalen
e relation �k). Let ' and '0 be two formulasfrom the set F(A). The equivalen
e relation �k is de�ned as:' �k '0 i� ' �k '0 and ' �k '0The abstra
tion and 
on
retization fun
tions are de�ned on equivalen
e
lasses of formulas (as de�ned above).4.2.3 Abstra
tion and Con
retization Fun
tionsAn abstra
tion fun
tion and a 
on
retization fun
tion are 
onstru
ted forea
h 
on
rete order relation �k. These fun
tions are parameterized by a�nite set of atomi
 formulas P and are denoted as �Pk and 
Pk . The indexk ranges over 1; 2; 3.Abstra
tion Fun
tionsTwo types of notation for abstra
tion fun
tions are used: \�" and \
on-stru
tive" notation. The \�" notation shows the meaning of the abstra
-tion fun
tion. The \
onstru
tive" notation re
e
ts the way how the ab-stra
tion fun
tion is supposed to be 
omputed.In "�"-notation all abstra
tion fun
tion share the following de�nition.De�nition 6 (Abstra
tion fun
tion �Pk in \�" notation). �Pk isde�ned as a fun
tion of F(A)=�k into L(P). Let ' be a formula fromF(A). The abstra
tion �Pk (['℄�k) is the leastv formula in the latti
e L(P)whi
h is greater�k then ':�Pk (['℄�k) = �'0 2 L(P;v) : ' �k '023



The latti
e L(P) is 
omplete (be
ause it is �nite), hen
e, the abstra
tionalways exists.Ea
h abstra
tion fun
tion �Pk has its own \
onstru
tive" 
hara
teriza-tion. Re
all that we use the \
onstru
tive" 
hara
terization in the model
he
ker to 
ompute an abstra
tion fun
tion. In the \
onstru
tive" nota-tion we omit the expli
it notation of the equivalen
e 
lasses to keep thenotation simple. In the \
onstru
tive" notation the abstra
tion fun
tions�Pk are des
ribed as follows:�P1 (_i2I ĵ2Ji 'ij) =_i2I^f' 2 Pj9j 2 Ji : 'ij � 'g�P2 (_i2I ĵ2Ji 'ij) =_i2I^f' 2 Pj9j 2 Ji : 'ij ` 'g�P3 (_i2I ĵ2Ji 'ij) =_i2I^f' 2 Pj ĵ2Ji 'ij ` 'g (4.3)
Here are some examples of appli
ation of the abstra
tion fun
tions withvarious parameter sets.Example 4 (Abstra
tion fun
tions). The following table 
ontains resultsof applying the abstra
tion fun
tions �Pk on di�erent formulas ' for di�er-ent parameter sets P. Note, sometimes the result is the empty 
onjun
tion^; whi
h is the top element in L(P) and means true.' �P1 (') �P2 (') �P3 (')P = fX � 10; X � 5; X = 0gX = 5 ^; X � 10 ^X � 5 X � 10 ^X � 5X = 0 X = 0 X � 10 ^X � 5 ^X = 0 X � 10 ^X � 5 ^X = 0P = fX = 0gX � 0 ^X � 0 ^; ^; X = 0Table 4.1: Abstra
tion fun
tions examples.We show that the \
onstru
tive" and the \�" 
hara
terizations are equiv-alent. This gives us an opportunity to reason about the abstra
tion fun
-tions in a uniform way, i.e., every proof that holds for the \�" 
hara
ter-ization is also a proof for ea
h \
onstru
tive" 
hara
terization. It is notdiÆ
ult to see that all \
onstru
tive" 
hara
terizations have a 
ommon24



stru
ture: �Pk (_i2I ĵ2Ji 'ij) =_i2I^f'0 2 Pj ĵ2Ji 'ij �k '0gWe use this fa
t to prove the following lemma.Lemma 2 (Equivalen
e between the \
onstru
tive" and the \�"
hara
terizations of �Pk ). The \
onstru
tive" 
hara
terizations of theabstra
tion fun
tions �Pk are equivalent to the \�" 
hara
terization.Proof. �Pk (_i2I ĵ2Ji 'ij) = _i2I^f'0 2 Pj ĵ2Ji 'ij �k '0g= _i2I(�'0 2 L(P;v) : ĵ2Ji 'ij �k '0)= �'0 2 L(P;v) : _i2I ĵ2Ji 'ij �k '0 utCon
retization Fun
tionsAll 
on
retization fun
tions 
Pk share the following de�nition.De�nition 7 (Con
retization fun
tion 
Pk ). 
Pk is de�ned as a fun
-tion of L(P) into F(A)=�k . Let ' be a formula from L(P). The 
on-
retization 
Pk (') is a equivalen
e 
lass of the greatest�k formula in F(A)whi
h is lessv than ':
Pk (') = ['0℄�k : �'0 2 F(A) : '0 v 'Later on, we keep it impli
it that the range of the 
on
retization fun
tion
Pk is a quotient latti
e.Corollary 1 (The 
on
retization fun
tion 
Pk means identity).The 
on
retization fun
tion 
Pk means identity:
Pk (') = 'Proof. The domain of 
Pk is a set of atomi
 formulas P that is a subsetof A. Hen
e, every formula from L(P) is an element of L(A). By (4.2) if25



'0 v ' then '0 �k '. Moreover, ' itself is the greatestv formula that islessv then ': ' v '8'0 2 L(A) : '0 v ' ) '0 �k 'Hen
e, 
Pk (') is '. ut4.2.4 Galois Conne
tionThe setup of a Galois 
onne
tion between 
on
rete and abstra
t domainsguarantees the safety of the approximation, and therefore, the 
orre
tnessof the model 
he
king method. A Galois 
onne
tion h�; 
i ensures thatthe loss of information in the abstra
tion pro
ess is sound, and that the
on
retization pro
ess introdu
es no loss of information [8℄:8x 2 L : x � 
 Æ �(x)8x 2 L : � Æ 
(x) v xWe prove that the abstra
tion fun
tion �Pk together with the 
on-
retization fun
tion 
Pk de�nes a Galois 
onne
tion. Note that the follow-ing theorems hold for ea
h pair of abstra
tion and 
on
retization fun
tionde�ned as (6) and (7) and do not depend on the \
onstru
tive" 
hara
-terization.In order to show the Galois 
onne
tion h�Pk ; 
Pk i, the following equiv-alen
e must be proved:8' 2 Dom(�Pk ) 8'# 2 Ran(�Pk ) : �Pk (') v '# , ' �k 
Pk ('#) (4.4)Theorem 1 (h�Pk ; 
Pk i builds a Galois 
onne
tion). The pair h�Pk ; 
Pk iis a Galois 
onne
tion.Proof. In order to prove the theorem we need to show that equivalen
e4.4 holds for both dire
tions. Let ' and '# be elements of L(A) and resp.L(P).Considering the impli
ation to the right:�Pk (') v '# ) ' �k 
Pk ('#)By the 
onstru
tion of �Pk , we have ' �k �Pk ('). Applying (4.2):�Pk (') v '# ) �Pk (') �k '#26



By the transitivity of �k we have that ' �k '#. The 
on
retizationfun
tion means identity, hen
e, ' �k 
Pk ('#).Let's prove the impli
ation to the left:�Pk (') v '# ( ' �k 
Pk ('#)We have ' �k '# and ' �k �Pk ('). By the de�nition, �Pk (') is the leastvelement in L(P) that is greater�k then '. Hen
e, �Pk (') v '#. ut4.2.5 Relative CompletenessThere is a relative 
ompleteness property des
ribed in [2℄ whi
h is ex-pressed by the following theorem.Theorem 2 (Relative Completeness of Abstra
t Ba
kward It-eration with Ba
kward Re�nement). For every program, ba
kwardabstra
t �xpoint iteration with ba
kward abstra
tion re�nement is guar-anteed to terminate with su

ess if there exists an ora
le su
h that ba
k-ward iteration with ora
le-guided widening, terminates with su

ess.The pre
onditions of this theorem are the following:� the order relation on formulas� is de�ned as impli
ation provabilityby a theorem prover2;� the abstra
tion fun
tion is de�ned as�P (') = �'0 2 L(P;v) : ' � '0� the 
on
retization fun
tion 
P means identity.We observe that the relative 
ompleteness property holds if we gen-eralize the pre
onditions. Namely, it holds if we instantiate the orderrelation � by the order relation �k, and take �Pk and 
Pk as abstra
tionand 
on
retization fun
tions.In order to show the validity of the generalization, we show that thepre
onditions of Theorem 2 hold in the generalized instantiation. We havethat if the ordering � is instantiated by �k then the abstra
tion fun
-tion �Pk has the same meaning as �P by Lemma 2, and the meaning of
Pk is identity. Therefore, we 
an 
on
lude that Theorem 2 holds in thegeneralized setting.2It is required that the theorem prover must be able to prove the impli
ations (4.1).27



4.2.6 Complexity EstimationsWe make the following 
omplexity estimation using the arithmeti
 modelof 
omputation [19℄: the number of steps needed to 
ompute the abstra
-tion �Pk ('), and how fast the set of atomi
 predi
ates P grows during theabstra
tion re�nement pro
ess.We estimate the number of steps needed to 
ompute the abstra
tion�Pk ('), de�ned by the \
onstru
tive" 
hara
terization (4.3). We take thesize of the operand formula ' and the number of elements in P as pa-rameters:� jPj denotes the number of elements in P,� j'j is the number of atomi
 formulas in a formula ' = Wi2I Vj2Ji 'ij ,where the size of the biggest 
onjun
tion is denoted by jJ j.j'j = Xi2I jJijjJ j = maxi2I jJijWe assume that the entailment 
he
k '1^� � �^'m � ' 
an be done inf(m) steps, and that the membership 
he
k whether an atomi
 formulais in P 
an be done in O(1) using a hash-table data stru
ture [21℄. We
an use the string representation of an atomi
 formula as the input forthe hash-fun
tion.The 
omplexity estimations are listed in Table 4.2.Constru
tion Steps Complexity�P1 For ea
h 'ij we 
he
k whether it is in P. �(j'j)�P2 For ea
h 'ij we take all '0 from P su
hthat 'ij ` '0 holds. �(j'j � jPj)�P3 For ea
h Vj2Ji 'ij we take all '0 from Psu
h that Vj2Ji 'ij ` '0 holds. O(jIj � jPj � f(jJ j))Table 4.2: Complexity estimations for the abstra
tion fun
tions �Pk .There is the following estimation for the 
omplexity of the entailment
he
k f(m). Using the ellipsoid method outlined in [19℄ we 
an de
ide28



whether a system of linear inequalities Ax � b with integer 
oeÆ
ients issolvable over the real or rational numbers. The method stops afterN = 2n((2n+ 1)hAi + nhbi � n3)iterations, where h:i denotes the en
oding length. In praxis there are spe-
ialized 
onstraint solvers that 
an do entailment 
he
k very fast usingvarious optimization te
hniques.We make an estimation of the number of atomi
 formulas in the setP after n re�nement iteration using the following parameters:� n is the number of the re�nement iterations done;� G is the size of the biggest guard in the program;� N is the maximal number of 
ommands that lead to a parti
ularlo
ation.We observe that during a transition 'n+1 = pre('n) 3 every atomi
 for-mula in 'n 
an be updated, and a guard formula is added. Furthermore,the transition is done for at most N 
ommands. Hen
e, we obtain thefollowing estimations:O(j'n+1j) = O((G+ j'nj) �N)= O(G �N + : : :+G �Nn + jnonInitj �Nn)= O(Nn)Hen
e, the upper approximation for the size of Pn is O(n � Nn). Theparameter set P grows exponentially fast for programs with bran
hing
ontrol 
ow stru
ture, but if every program label has only one transitionasso
iated with it (i.e., straight-line program with N = 1) then the sizeof P grows linear in the number of re�nement iteration.
3'0 = nonInit 29
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Chapter 5Abstra
tion Re�nementModel Che
kerWe implemented Method I, des
ribed in Se
tion 3.3, in a model 
he
ker
alled ARMC1. In this 
hapter we des
ribe its design and implementation.5.1 DesignOne of the key features of ARMC is that it 
an be easily modi�ed andextended. This is a
hieved using a modular ar
hite
ture. The major 
om-ponents of ARMC are given in Figure 5.1. The 
omponents have the fol-
Abstraction
Construction

Abstraction
Refinement

Model

Invariant 
Computation

Spuriousity
Test

Error
Trace

Correctness
Test

Invariant

Theorem
Prover

ARMC

Figure 5.1: ARMC ar
hite
ture.1Abstra
tion Re�nement Model Che
ker31



lowing fun
tionality:Abstra
tion Constru
tion The abstra
tion fun
tion �Pnk is 
onstru
-ted by this 
omponent. The atomi
 formulas that parameterize the
onstru
tion are provided by the 
omponent Abstra
tion Re�ne-ment. The 
omponent Theorem Prover is requested to prove theimpli
ation validity during the 
onstru
tion of the abstra
tion.Invariant Computation This 
omponent 
omputes an invariant, i.e,it �nds the least �xpoint of the abstra
t transition operator 
on-stru
ted by the 
omponent Abstra
tion Constru
tion.Corre
tness Test The 
orre
tness of the found invariant is tested usingthe 
omponent Theorem Prover. The model 
he
ker halts if the
orre
tness of the invariant is proved.Spuriousity Test This test �nds out whether the found invariant provedto be in
orre
t is a witness or a spurious error tra
e. TheoremProver 
omponent is requested to do satis�ability 
he
ks duringthe traverse of the error tra
e. If the invariant is a witness errortra
e then the model 
he
ker halts.Abstra
tion Re�nement If the error tra
e is spurious, the abstra
tionis re�ned by this 
omponent. It iterates the transition operator and
olle
ts the resulting predi
ates.Theorem Prover The theorem prover is an external 
omponent thatis requested by other 
omponents to prove the impli
ation validity,or to do a satis�ability 
he
k. Using di�erent theorem provers withdi�erent pre
ision we 
an adjust the pre
ision of the model 
he
ker.The veri�
ation result is an invariant that implies the 
orre
tness of thesystem, or a witness error tra
e.5.2 ImplementationThe model 
he
ker is written in SICStus Prolog [15℄. As the given theoremprover it uses a 
onstraint solver CLP(Q, R) [14℄ whi
h is a part of theSICStus Prolog distribution.2Prolog programming language is a good 
hoi
e for writing programsdealing with symboli
 
omputation and rapid prototyping [20, 17℄. Su
h2http://www.si
s.se/si
stus 32



features are important for an implementation of the experimental sym-boli
 model 
he
ker software. SICStus Prolog is a system with powerfullibraries, and a ri
h set of programming tools in
luding a debugger, pro-�ler, et
.5.2.1 Model RepresentationThe model of the system that we want to verify and a 
orre
tness spe
-i�
ation are represented as Prolog terms. The term stru
ture is adoptedfrom DMC, thus, it is possible to reuse models written for DMC as wellas tools that 
reate output in DMC format.Now we des
ribe the model en
oding.Unsafe States A state des
ription, i.e., the state variables and thelo
ation label, is en
oded as a state term of the following stru
ture:p(PC;X1; : : : ;Xn)where PC is the lo
ation label, and X1; : : : ;Xn are the system variablesin this lo
ation. A state term together with a set of 
onstraints over itsvariables en
odes a set of program states in some program lo
ation.The set of ba
kward rea
hed states (as well as the set unsafe) is en-
oded as term of the following stru
ture:s(Level; State; Constraint; ID; (RuleID; Fa
tID))The des
ription of the term 
omponents 
an be found in Table 5.1.Transition Rules The en
oding of a transition rule is the following:r(OldState;NewState;A
tion; ID)The term 
omponents have the meaning shown in Table 5.2.As des
ribed in Se
tion 3.1, the synta
ti
 iteration of the transitionfun
tion requires representation of a 
ommand as a 
ombination of aguard and updates. Therefore, there is another term representation ofthe transition rules whi
h is used in the synta
ti
 iterations:r(OldState;NewState;A
tion; ID;Guards; Updates)The partition of A
tion into Guards and Updates is done automati
allya

ording to the following rules: 33



Component Des
riptionLevel Number of the iteration step at whi
h this set of stateswas added to the set of unsafe states.State State term 
ontaining the lo
ation label and the statevariables.Constraint Formula over the state variables.ID Unique index; the unsafe states are numbered in orderto be able to 
onstru
t error tra
es.RuleID Index of the transition rule whi
h leads to this unsafestate.Fa
tID Index of the unsafe state whi
h is the su

essor of thisstate.Table 5.1: Components of term representing unsafe.Component Des
riptionOldState Start state of the transition (with unprimedvariables).NewState End state of the transition (with primed vari-ables).A
tion Formula over the unprimed and primed vari-ables.ID Unique index; all rules are numbered, so we 
aneasily 
onstru
t (error) tra
es.Table 5.2: Components of term representing transition rules.� A 
onstraint over unprimed variables belongs to the guard;� A 
onstraint of the form X' = ... where X' is a primed variable isan update.nonInit The set of states representing nonInit is en
oded as a set of thefollowing terms: b(State; Constraint; ID)where the meaning of the term 
omponents is given in Table 5.3:34



Component Des
riptionState State des
ription term.Constraint Constraint over the state variables.ID Unique index.Table 5.3: Components of term representing nonInit.Example Consider the transition system from Figure 3.1. Let error bethe initial unsafe state. We en
ode the system transitions as the followingterms: r(p(init;X); p(plus;X 0); fX 0 = 0g; 1):r(p(plus;X); p(plus;X 0); fX < 3;X 0 = X + 1g; 2):r(p(plus;X); p(error;X); fX >= 3g; 3):nonInit 
onsists of all states that are not in the lo
ation labeled init,thus, we have: b(plus; fg; 1):b(error; fg; 2):and the set of the initial unsafe states unsafe is:s(0; p(error;X); fg; 1; (0; 0)):5.2.2 Programming IssuesThe main diÆ
ulty by programming ARMC was the implementation ofthe synta
ti
 operations on terms that represent sets of states, guards,and updates. Su
h operations are unavoidable be
ause of the \synta
ti
"de�nition of the transition operator. The main issue was to 
ome up withnon-binding predi
ates, e.g., a list membership test or an unifyability
he
k whi
h 
ompare the terms synta
ti
ally. Our implementation of thesepredi
ates extensively uses the meta-logi
 predi
ates of Prolog.To give an example how the mentioned diÆ
ulty was handled, let uswrite a predi
ate expose(Var, Constraint, Expr) whi
h makes the in-formation about the given variable Var expli
it after the simpli�
ation ofthe 
onstraint Constraint over this variable. The expli
it representationis put into the variable Expr. The main diÆ
ulty 
onsists in making thevalue of the variable expli
it if it be
omes binded.33The similar fun
tionality has ARMC predi
ate simplify ex/2 in moduleUtilities.35



A naive implementation would look like in Figure 5.2. It works for 
on-1 expose_naive(Var, C, R) :-2 simplify(C, S),3 {R} = S.Figure 5.2: Predi
ate expose naive/3.straints whi
h simpli�
ation does not 
ause the binding of the 
onstrainedvariable, e.g., for C =fX > 1g, but it fails to give a representation of thebinded variable, e.g.,for C =fX = 1g, be
ause simplify(fX = 1g, R)produ
es an empty term R = fg and binds the variable X to 1. To beable to handle su
h 
ases, we suggest another version of expose/3. The
lauses are shown in Figure 5.3.A.1 expose(Var, C, R) :-2 simplify(C, S),3 S \== {},4 !,5 {R} = S.B.1 expose(Var, C, _) :-2 simplify(C, R),3 R == {},4 bb_put(value, Var),5 fail.C.1 expose(Var, _, R) :-2 bb_get(value, Val),3 fun
tor(R, '=:=', 2),4 arg(1, R, Var),5 arg(2, R, Val).Figure 5.3: Predi
ate expose/3.The predi
ate expose/3 has three 
lauses A, B, and C, whi
h areresponsible for 
apturing di�erent result possibilities of the 
onstraintsimpli�
ation. Now, we go through the 
lauses and explain how theywork.If the 
onstraint simpli�
ation (line A.2) does not lead to variablebinding, i.e., if the 
onstraint does not be
ome empty (A.3), then the36



result is a term built from the simpli�ed 
onstraint (A.5). We have to putthe 
ut symbol (A.4) to prevent the ba
ktra
king.If the simpli�
ation binds the variable to some value then the resultingterm is empty (B.3). The 
omputed value is put on a bla
kboard4 (B.4),and the 
lause C is 
alled (B.5).The variable Var is not binded in the 
ontext of the 
lause C, butits value has been already 
omputed in 
lause B, and put onto the bla
k-board. Thus, the rest is straightforward: get the value from the bla
kboard(C.2), and 
onstru
t its representation (C.3, C.4, and C.5).The test runs for di�erent 
ases are shown in Table 5.4.| ?- expose(X, fX > 0g, R). | ?- expose(X, fX = 0g, R).R = X>0.0 ? R = X=:=0.0 ?yes yesTable 5.4: Appli
ations of expose/3.
5.3 Short User's ManualIn this se
tion we brie
y des
ribe how to load ARMC 
ode into theSICStus Prolog interpreter and start working with it.5.3.1 Loading the ARMC CodeGo to the dire
tory with the ARMC distribution and start the SICStusProlog interpreter.5 Type \[method1℄." followed by Return key in theinterpreter prompt to read in the ARMC 
ode. After the program modulesare loaded, the model 
he
ker is ready to use.5.3.2 Input File LayoutFor te
hni
al reasons, a text �le 
ontaining a system representation musthave the following preamble:4The bla
kboard is an intermediate predi
ate storage fa
ility provided by SICStusProlog.5For more information about SICStus Prolog see [15℄37



:- multifile s/5.:- multifile r/4.:- multifile b/3.The terms that des
ribe the system 
an appear in the input �le at anyposition after the preamble.5.3.3 User Interfa
eThe user interfa
e of ARMC 
onsists of a set of predi
ates whi
h are listedin Table 5.5. The initialization parameters and their des
riptions are givenPredi
ate Parameter(s) A
tioninit(File; Type;Opts) Name of the input�le, the abstra
tiontype, and the list ofoptions. Reads the input from the spe
-i�ed �le, and initializes themodel 
he
ker.
he
k Starts the model 
he
king pro-
ess.print all If 
alled after the terminationof 
he
k, prints informationabout the 
onstru
ted atomi
predi
ates, the abstra
t �x-point, and the synta
ti
 tra
e.print error tra
e Prints the 
on
rete error tra
e.utils:path(ID) The id of a 
on
reteunsafe state. Prints a path in the 
on-
rete error tra
e starting fromthe given state and leading tounsafe.utils:path a(ID) The id of an abstra
tunsafe state. Prints a path in the ab-stra
t �xpoint starting fromthe given state and leading tounsafe.utils:stat Colle
ts and prints the statis-ti
s for atomi
 predi
ates: thenumber of predi
ates used toexpress the �xpoint, and thenumber of generated predi-
ates; partitioned by lo
ationlabels.Table 5.5: User interfa
e predi
ates.in Table 5.6. 38



Option Value Des
riptionatomi
s global or lo
al Determines if the set of atomi
 predi
atesshould be partitioned by the lo
ation la-bels.
fp 
hk true or false If this option is set to true then the re�ne-ment iteration halts if the 
on
rete �xpointis rea
hed during the spuriousness test andthe safety of the 
on
rete �xpoint will be
he
ked. The default value is (
fp 
hk,true).Table 5.6: Initialization parameters.5.3.4 Pro�lingIt is possible to get information how often a parti
ular ARMC predi
atewas 
alled during the system veri�
ation. There is a graphi
al tool 
alledGauge, whi
h is a part of SICStus Prolog environment, for viewing thepro�le data for the predi
ates 
overed by a given spe
i�
ation. This tool
an be a

essed using the following sequen
e of 
ommands typed in theinterpreter prompt:� prolog flag(
ompiling, ,profiled
ode).� 
ompile([utils, abstra
tion, fl, fs, fe, method1℄).� use module(library(gauge)).� view( : ).The pro�le data is generated by running the model 
he
ker. The toolGauge is des
ribed in [15℄.

39



40



Chapter 6ExperimentsWe used ARMC to verify the safety of various 
omputer programs thatbelong to the following 
lasses of integer systems: imperative programs,
ommuni
ation proto
ols, and parameterized systems. Most of the exam-ples are taken from the 
ase studies des
ribed in [12℄ and [10℄.We give a short des
ription of the examples, their veri�
ation usingdi�erent abstra
tion fun
tions, and evaluate the e�e
tiveness of the ab-stra
tion fun
tions in verifying the programs. Veri�
ation statisti
s forea
h example 
an be found in Table 6.1. We also veri�ed the examplesusing DMC and 
ompared the exe
ution times1 (see Table 6.2). DMC 
anbe 
onsidered as an implementation of Method II equipped with a dedu
-tive widening operator (as a simulation of the ora
le-based operator).6.1 Imperative ProgramsWe 
onsidered the following programs written in C programming lan-guage: bpr.
 - the example program from [2℄; inssort.
 - insertion sortimplementation taken from [18℄; selsort.
 - sele
tion sort implementa-tion, the model is taken from [12℄.bpr.
 The sour
e 
ode of this example is shown in Figure 6.1. TheARMC model is given in Appendix A.1. We 
he
k the unrea
hability ofthe program point with the label error.Note that there is an in�nite loop before the label error. This makesa veri�
ation using a plain �xpoint iteration impossible: a 
on
rete exe-1We used AMD Duron 1 GHz, Linux 2.4.0, and Si
stus Prolog 3.8.7.41



foo() {int x, y, z;L1: x = 0;L2: while (x >= 0) {x = x + 1;}L3: if (y == 25) {L4: if (y != 25) {L5: z = -1;L6: while (z != 0) {z = z - 1;}error: ;}}} Figure 6.1: Example program bpr.
.
ution of the program produ
es the following in�nite sequen
e:p(err; x; y; z)p(L6; x; y; z); z = 0p(L6; x; y; z); z = 1:::Veri�
ation using ea
h abstra
tion fun
tion su

eeded after 3 re�ne-ment steps.inssort.
 This program is an implementation of the insertion sortingalgorithm, and its sour
e 
ode (see Figure 6.2) is taken from the book\Numeri
al Re
ipes in C" [18℄. The model is given in Appendix A.2.This program 
ontains array operations within two loops: for, andwhile loop. We 
he
ked that the array bounds are not violated. Be
ausethe array operations are exe
uted inside the loops, veri�
ation using aplain �xpoint iteration is not possible.Veri�
ation using the abstra
tion fun
tion �1 leaded to a non-termi-nating iteration. The abstra
tion fun
tions �2 and �3 proved the safetyafter one re�nement iteration. 42



void InsertionSort(int A[℄, int n) {int i, k, x;for(k = 1; k < n; k++) {x = A[k℄;i = k - 1;while (i >= 0 && A[i℄ > x) {A[i + 1℄ = A[i℄;i--;}A[i + 1℄ = x;}} Figure 6.2: Example program inssort.
.6.2 Timed AutomatonThere is a model of a 
o�ee ma
hine in form of a timed automaton2 shownin Figure 6.3. The result of the translation of the automaton into a set oftransition rules 
an be found in Appendix A.3.We veri�ed the model wrt. the following property: a 
up of 
o�ee isready in 15 se
onds after the 
ustomer pressed the button under 
onditionthat the 
up of 
o�ee has been paid.We proved the property by showing that the the state labeled init isrea
hable under the following 
onditions:� the 
o�ee is ready in 15 se
onds, i.e., wait � 15;� the 
o�ee was paid, i.e., paid � pri
e.Ea
h abstra
tion produ
ed the following witness tra
e after 3 re�ne-ment iteration:p(
offee; 
1; 
2; e; wait; paid; pri
e); wait � 15...p(init; 
1; 
2; e; wait; paid; pri
e); paid � pri
ewhi
h proves the 
orre
tness of the model.2Kindly provided by Jo
hen Hoeni
ke from the University of Oldenburg.43



button

pay

coffee

cup

init

_

C1++
C2++
Wait++
Event++

Paid >= Price

Event > 0
C2 < 15

Event := 0
C1 := 0

C1 >= 2
C2 < 15

Event > 0
Event := 0

Paid < Price
Paid := Paid + N
N >= 0

C2 := 0
Event := 0
Wait := 0

Figure 6.3: Co�ee ma
hine automaton and 
ounter updates for ea
h state.6.3 Communi
ation Proto
olsWe took the following examples 
onsidered in the 
ase study in [12℄:mutual ex
lusion and starvation freedom proto
ols: bakery and ti
ket;produ
er-
onsumer proto
ols: via bounded and unbounded bu�er. Wealso veri�ed Fis
her's mutual ex
lusion proto
ol. We veri�ed the proto
olsfor systems 
onsisting of 2 pro
esses.The sour
e 
ode of the examples (ex
ept Fis
her's proto
ol) 
an befound at the following address: www.mpi-sb.mpg.de/~delzanno/
lp.html.The sour
e 
ode of Fis
her's proto
ol is listed in Appendix A.4.Veri�
ation using the abstra
tion fun
tion �1 su

eed only for Fis-
her's proto
ol. For other proto
ols, the abstra
tion fun
tions �2 and �3proved the safety.6.4 Parameterized SystemsWe veri�ed the following parameterized 
a
he 
oheren
e proto
ols usingthe approa
h des
ribed in [10℄: Berkeley, Dragon, Fire
y, Futurebus+,44



Size Abstra
tion R=I P=GProgram C=V �1 �2 �3bpr.
 9/3 3/6 4/6 3/6 6/6 3/6 6/6inssort.
 9/3 " 1/5 9/11 1/5 9/11selsort.
 7/4 " 2/5 10/14 2/5 10/14
o�ee 10/6 3/7 15/15 3/7 15/15 3/7 15/15bakery 25/2 " 4/14 21/25 4/14 21/25ti
ket 19/4 " 4/9 7/7 4/9 7/7�s
her 41/3 1/1 4/4 1/1 4/4 1/1 4/4bbu�er 5/6 " 0/0 1/1 0/0 3/3ubu�er 9/4 " 0/0 1/1 0/0 1/1berkeley 10/4 " 0/0 3/3 0/0 3/3dragon 15/5 " 1/4 31/44 1/1 21/44�re
y 15/4 " 1/2 17/24 1/1 15/24futurebus+ 12/9 " 4/8 210/707 4/8 552/707illinois 15/4 " 2/2 31/66 2/2 50/66mesi 9/4 " 2/2 12/66 2/2 33/79moesi 10/5 " 1/1 13/23 1/1 15/23synapse 6/3 " 0/0 5/5 0/0 5/5Table 6.1: Abstra
tion re�nement statisti
s: C = number of 
lauses, V =number of variables (ex
luding program 
ounter), R = number of re�ne-ment steps, I = number of steps during the last �xpoint iteration, P =number of di�erent predi
ates in the invariant, G = number of generatedpredi
ates, " = non-termination.Illinois, MESI, MOESI, and Synapse N+1. These proto
ols are used tomaintain data 
onsisten
y in multipro
essor systems equipped with lo
al
a
hes. The safety property (i.e., data-
onsisten
y) was proved for systems
onsisting of any number of pro
essors. The examples 
an be found at thefollowing address: www.disi.unige.it/person/DelzannoG/proto
ol.html.As for the 
ommuni
ation proto
ols, veri�
ation using �1 did notterminate. Applying the abstra
tion fun
tions �2 and �3 the veri�
ationsu

eeded after a small number of the re�nement steps.6.5 ObservationsWe evaluate the e�e
tiveness of the abstra
tion fun
tions and the predi-
ate generation pro
edure.We 
an point the following reasons for the su

ess of the veri�
ation:45



Abstra
tionProgram �1 �2 �3 DMCbpr.
 0.03 0.03 0.03 "inssort.
 " 0.14 0.12 0.28selsort.
 " 0.16 0.16 0.12
o�ee 0.49 0.25 0.24 "bakery " 0.58 0.56 0.11ti
ket " 0.43 0.41 0.36�s
her 0.03 0.02 0.02 0.01bbu�er " 0.02 0.01 0.11ubu�er " 0.03 0.02 0.14berkeley " 0.06 0.06 0.8dragon " 5.66 1.65 8.05�re
y " 1.64 0.93 0.41futurebus+ " � 1 hour � 1 hour 38.09illinois " 4.98 4.5 1.11mesi " 2.13 1.8 0.33moesi " 1.39 1.11 0.59synapse " 0.04 0.04 0.01Table 6.2: Exe
ution time (in se
.) using di�erent abstra
tion fun
tionsand DMC. " = non-termination.� The \synta
ti
" operator pre does not get stu
k in an in�nite loop,thus it 
an 
olle
t the predi
ates, needed to 
onstru
t an invariant,that appear behind the loop;� The abstra
tion fun
tion �1 leaded to a non-terminating iterationin most 
ases be
ause it is not powerful enough to approximatean in�nite sequen
e like x � 0; x � 1; x � 2; : : : (similar sequen
esappear in most of the examples) by x � 0. The abstra
tion fun
tions�2 and �3 
an do su
h approximation. This explains why veri�
ationusing the abstra
tion fun
tion �1 did not terminate in most 
ases,but using �2 and �3 it did.We observe that the veri�
ation using the abstra
tion fun
tion �3runs faster than using �2, although �3 is theoreti
ally more expensive.This 
an be explained as follows: the theorem prover 
he
ks the validityof impli
ation '1 ^ : : : 'n ` ' faster then the model 
he
ker iterates aloop 
ontaining the impli
ation 
he
k 'i ` ' for i = 1; : : : ; n.Veri�
ation using the abstra
tion fun
tion �2 was su

essful for allexamples. Thus, the loss of pre
ision in the ordering �2 relative to the46



ordering �3 due to the assumption that 
onjun
ts are independent, is not
ru
ial for our examples.
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Chapter 7Related WorkThere are di�erent veri�
ation methods based on predi
ate abstra
tion
ombined with automated re�nement and model 
he
kers implementingthem. In this 
hapter we relate our work to some of these methods.The SLAM toolkit [3, 1℄ for stati
al analysis of C programs implementsa model 
he
king method whi
h is 
lose to Method I [2℄. An abstra
tboolean program is 
onstru
ted from a C program under abstra
tion in-du
ed by a �xed set of predi
ates by introdu
ing a boolean variable forea
h predi
ate [1℄. The boolean program is 
he
ked by 
omputing the setof rea
hable states. This set is a set of bit ve
tors and 
orresponds tothe invariant formula in Method I. If a spurious error tra
e is found theboolean program is re�ned by providing new predi
ates that are extra
tedfrom that tra
e.The quality measure for the model 
he
king method implemented inthe SLAM toolkit is the relative 
ompleteness result from [2℄.The BLAST toolkit [13℄ implements the 
on
ept of "lazy abstra
tion".Lazy abstra
tion 
ontinuously 
onstru
ts and re�nes an abstra
t model ofa program on demand, as requested by the model 
he
ker. Su
h abstra
-tion pro
edure exhibits di�erent parts of the model with di�erent degreesof pre
ision. The abstra
tion is re�ned \from the pivot state on". This isdone by �nding the �rst spurious (going forward) transition in the spu-rious error tra
e, and re�ning at this point by predi
ates obtained fromthe proof of the transition spuriousness produ
ed by a proof-generatingtheorem prover.There is a termination 
riterion introdu
ed for this algorithm. It re-quires that (1) the transition system must have a �nite tra
e equivalen
e,and (2) there does not exist a stri
tly in
reasing 
hain of sets of states
onstru
ted using predi
ates from the 
hosen predi
ate language. The49



pre
ondition (2) is usually not satis�ed if an in�nite set of predi
ates isused. However, for a system with a �nite tra
e equivalen
e a �nite set ofpredi
ates may be 
hosen. E.g., this is the 
ase for timed automata.The ARMC model 
he
ker di�ers from the toolkits des
ribed aboveby fo
using on providing a 
exible evaluation platform for di�erent ab-stra
tion fun
tions. Con
erning termination 
onditions, the relative 
om-pleteness from [2℄ is a more ambitious 
riterion than the 
riterion from[13℄. If the 
onditions (1) and (2) are satis�ed (in parti
ular, if the pred-i
ate language is �nite), then Method I terminates (at the latest after allpredi
ates are 
olle
ted).Another algorithm to 
ompute an abstra
t program by means ofsynta
ti
 program transformations is des
ribed in [16℄. It starts withthe atomi
 predi
ates in the spe
i�
ation formula and the original pro-gram. New predi
ates are obtained by a synta
ti
 weakest liberal pre-
ondition (wlp) 
omputation. The algorithm is 
omplete, in that, if the
on
rete program has a �nite abstra
tion wrt. to simulation (bisimula-tion) equivalen
e, the method 
an 
ompute a �nite simulation-equivalent(bisimulation-equivalent) abstra
t program. The algorithm is parameter-ized by the upper bound on the number of allowed iterations K whi
h isnot expli
itly stated. In general 
ase, it is unknown whether all ne
essaryatomi
 predi
ates are already 
olle
ted or not during a wlp 
omputationof the algorithm. There is a restri
ted 
lass of programs (e.g., programswith assignments of the form X := Y ) on whi
h the algorithm terminateswith a bisimulation-equivalent abstra
t program.In the area of hardware veri�
ation abstra
tion is performed by se-le
ting a set of variables (over �nite domains) and making them invisible,i.e., they are treated as inputs. The model is re�ned by making variablesvisible, i.e., by adding their logi
 into the model. There are di�erent ap-proa
hes to sele
ting a small set of variables to make visible. E.g., use thevariable dependen
y graph, 
ombination of sampling with Integer LinearProgramming (ILP) or ma
hine learning [4℄. Using the variable depen-den
y graph the 
andidates in the next re�nement step are 
hosen amongthe invisible variables adja
ent to 
urrently visible variables using infor-mation from the 
ounterexample. The ILP problem and the de
ision treeare 
onstru
ted using samples of the states in whi
h the spurious abstra
terror tra
e and the 
on
rete error tra
e traversal disagree. The solutionof the ILP problem or labeling of the de
ision tree gives a separating setfor the next re�nement step, i.e., a set of variables whi
h logi
 makes thespurious transition impossible in the re�ned model.50



Another approa
h to variable abstra
tion is to partition variables intovariable 
lusters and 
onstru
t an abstra
tion fun
tion (a surje
tion) forea
h 
luster as des
ribed in [5℄. The initial partitioning is de�ned by thepredi
ates in the program spe
i�
ation. The abstra
tion fun
tion givenby a surje
tion indu
es an equivalen
e relation on the domain of theprogram variables. The abstra
tion fun
tion is re�ned by partitioning asingle equivalen
e 
lass so that a spurious transition is eliminated afterre�nement. The partitioning is done using information obtained from \thepivot state" by separating the states that are rea
hable from the initialstate from the states that indu
e the spurious transition.The idea of using advan
ed te
hniques to solve the re�nement prob-lem [5, 4℄ 
ould be also applied to software model 
he
king with predi
ateabstra
tion, i.e., the question where new predi
ates 
ome from should besolved not by simply pi
king out predi
ates appearing in the 
ounterex-ample or the proof of its spuriousness, but by 
onsidering only \good"predi
ates that guarantee the elimination of the spurious error tra
e.
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Chapter 8Con
lusionTo summarize the work done in this thesis:� We generalized the work des
ribed in [2℄ for a variety of abstra
tionfun
tions, also new ones.� We implemented a tool whi
h provides a platform for experimentingwith abstra
tion fun
tions.� We implemented a variety of abstra
tion fun
tions and experimen-tally evaluated their e�e
tiveness in verifying the 
orre
tness of thegiven examples.Open Problems There are some dire
tions of possible future work:� Improve Method I so that it will be 
omplete wrt. Method II basedon a more powerful widening operator than the one that just drops
onjun
ts (this would result in a theoreti
ally more powerful algo-rithm).� Optimize predi
ate generation pro
edure to eliminate the spurious-ness by adding minimal number of new predi
ates (this should im-prove the pra
ti
al performan
e of the model 
he
ker).� Find a forward abstra
tion re�nement pro
edure whi
h satis�es therelative 
ompleteness property (and 
ompare the e�e
tiveness offorward- and ba
kward-iteration based methods).53
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Appendix AARMC ModelsA.1 bpr.
:- multifile s/5.:- multifile r/4.:- multifile b/3.r(p(init,X,Y,Z), p(l1,X,Y,Z), {}, 10).r(p(l1,X,Y,Z), p(l2,X1,Y,Z), {X1=:= 0}, 1). % C1r(p(l2,X,Y,Z), p(l2,X1,Y,Z), {X>= 0,X1=X+1}, 2). % C2r(p(l2,X,Y,Z), p(l3,X,Y,Z), {X<0}, 3). % C3r(p(l3,X,Y,Z), p(l4,X,Y,Z), {Y=:= 25}, 4). % C4r(p(l4,X,Y,Z), p(l5,X,Y,Z), {Y=\= 25}, 5). % C5r(p(l5,X,Y,Z), p(l6,X,Y,Z1), {Z1=:= -1}, 6). % C6r(p(l6,X,Y,Z), p(l6,X,Y,Z1), {Z=\= 0,Z1=Z-1}, 7). % C7r(p(l6,X,Y,Z), p(err,X,Y,Z1), {Z=:= 0}, 8). % C8s(0, p(err,X,Y,Z), {}, 1, (0,0)).b(p(l1, _, _, _), {}, 0).b(p(l2, _, _, _), {}, 1).b(p(l3, _, _, _), {}, 2).b(p(l4, _, _, _), {}, 3).b(p(l5, _, _, _), {}, 4).b(p(l6, _, _, _), {}, 5).b(p(l7, _, _, _), {}, 6).b(p(l8, _, _, _), {}, 7).b(p(err, _, _, _), {}, 8).A.2 inssort.
:- multifile s/5.:- multifile r/4. 59



:- multifile b/3.r(p(init,K,N,I), p(for,K1,N,I), {K1= 1.0}, 1).r(p(for,K,N,I), p(entryA1,K,N,I), {K=<N-1.0}, 2).r(p(entryA1,K,N,I), p(while,K,N,I1), {I1=K-1.0}, 3).r(p(while,K,N,I), p(entryA2,K,N,I), {I>= 0.0}, 5).r(p(entryA2,K,N,I), p(while,K,N,I1), {I1=I-1.0}, 6).r(p(while,K,N,I), p(entryA3,K,N,I), {I=< -1.0}, 7).r(p(entryA3,K,N,I), p(for,K1,N,I), {K1=K+1.0}, 8).r(p(for,K,N,I), p(end,K,N,I), {K>=N}, 9).s(0, p(entryA1,K,N,I), {K>=N}, 1, (0,0)).s(0, p(entryA1,K,N,I), {K=< -1.0}, 2, (0,0)).s(0, p(entryA3,K,N,I), {I>=N-1.0}, 3, (0,0)).s(0, p(entryA3,K,N,I), {I=< -2.0}, 4, (0,0)).s(0, p(entryA2,K,N,I), {I=< -1.0}, 5, (0,0)).s(0, p(entryA2,K,N,I), {I=< -2.0}, 6, (0,0)).s(0, p(entryA2,K,N,I), {I>=N-1.0}, 7, (0,0)).s(0, p(entryA2,K,N,I), {I>=N}, 8, (0,0)).b(p(for,_,_,_), {}, 2).b(p(entryA1,_,_,_), {}, 3).b(p(while,_,_,_), {}, 4).b(p(entryA2,_,_,_), {}, 5).b(p(entryA3,_,_,_), {}, 6).b(p(end,_,_,_), {}, 7).A.3 Co�ee Ma
hine:- multifile s/5.:- multifile r/4.:- multifile b/3.% Variables:%% C1 - first 
ounter% C1 - se
ond 
ounter% E - event 
ounter% W - wait 
ounter% Paid - paid amount% Pri
e - 
offee pri
e% transitions:r(p(init, C1, C2, E, W, Paid, Pri
e),p(pay, C1, C2, Ep, W, Paid, Pri
e),{}, 1). % from init to payr(p(pay, C1, C2, E, W, Paid, Pri
e),60



p(pay, C1, C2, Ep, W, Paidp, Pri
e),{Paid < Pri
e, Paidp =:= Paid + N, N >= 0}, 2).% from pay to pay, if Paid < Pri
e, Paidp = Paid + Nr(p(pay, C1, C2, E, W, Paid, Pri
e),p(button, C1, C2p, Ep, Wp, Paid, Pri
e),{Paid >= Pri
e, C2p=:=0, Ep=:=0, Wp=:=0}, 3).% from pay to button if Paid >= Pri
er(p(button, C1, C2, E, W, Paid, Pri
e),p(
up, C1p, C2, Ep, W, Paid, Pri
e),{C2 < 15, E > 0, C1p=:=0, Ep=:=0}, 4). % from button to 
upr(p(
up, C1, C2, E, W, Paid, Pri
e),p(
offee, C1, C2, Ep, W, Paid, Pri
e),{C1 >= 2, C2 < 15, E > 0, Ep=:=0}, 5). % from 
up to 
offee% time in the statesr(p(init, C1, C2, E, W, Paid, Pri
e),p(init, C1p, C2p, Ep, Wp, Paid, Pri
e),{C1p=:=C1+1, C2p=:=C2+1, Ep=:=E+1, Wp=:=W+1}, 10).r(p(pay, C1, C2, E, W, Paid, Pri
e),p(pay, C1p, C2p, Ep, Wp, Paid, Pri
e),{C1p=:=C1+1, C2p=:=C2+1, Ep=:=E+1, Wp=:=W+1}, 11).r(p(button, C1, C2, E, W, Paid, Pri
e),p(button, C1p, C2p, Ep, Wp, Paid, Pri
e),{C1p=:=C1+1, C2p=:=C2+1, Ep=:=E+1, Wp=:=W+1}, 12).r(p(
up, C1, C2, E, W, Paid, Pri
e),p(
up, C1p, C2p, Ep, Wp, Paid, Pri
e),{C1p=:=C1+1, C2p=:=C2+1, Ep=:=E+1, Wp=:=W+1}, 13).r(p(
offee, C1, C2, E, W, Paid, Pri
e),p(
offee, C1p, C2p, Ep, Wp, Paid, Pri
e),{C1p=:=C1+1, C2p=:=C2+1, Ep=:=E+1, Wp=:=W+1}, 14).s(0, p(
offee, C1, C2, E, W, Paid, Pri
e), {W =< 15}, 1, (0,0)).b(p(pay,_,_,_,_,_,_), {}, 2).b(p(button,_,_,_,_,_,_), {}, 3).b(p(
up,_,_,_,_,_,_), {}, 4).b(p(
offee,_,_,_,_,_,_), {}, 5).A.4 Fis
her's Proto
ol:- multifile s/5.:- multifile r/4.:- multifile b/3.r(p(init,A,B,K), p(aa,A1,B1,K1), {K1= 0.0,A1= 0.0,B1= 0.0}, 0).61



r(p(aa,A,B,K), p(ba,A1,B,K), {K= 0.0,A1= 0.0}, 11).r(p(ab,A,B,K), p(bb,A1,B,K), {K= 0.0,A1= 0.0}, 12).r(p(a
,A,B,K), p(b
,A1,B,K), {K= 0.0,A1= 0.0}, 13).r(p(as,A,B,K), p(bs,A1,B,K), {K= 0.0,A1= 0.0}, 14).r(p(ba,A,B,K), p(
a,A1,B,K1), {A=< 1.0,A1= 0.0,K1= 1.0}, 21).r(p(bb,A,B,K), p(
b,A1,B,K1), {A=< 1.0,A1= 0.0,K1= 1.0}, 22).r(p(b
,A,B,K), p(

,A1,B,K1), {A=< 1.0,A1= 0.0,K1= 1.0}, 23).r(p(bs,A,B,K), p(
s,A1,B,K1), {A=< 1.0,A1= 0.0,K1= 1.0}, 24).r(p(
a,A,B,K), p(sa,A,B,K), {A>= 2.0,K= 1.0}, 31).r(p(
b,A,B,K), p(sb,A,B,K), {A>= 2.0,K= 1.0}, 32).r(p(

,A,B,K), p(s
,A,B,K), {A>= 2.0,K= 1.0}, 33).r(p(
s,A,B,K), p(ss,A,B,K), {A>= 2.0,K= 1.0}, 34).r(p(
a,A,B,K), p(aa,A,B,K), {K=\= 1.0}, 41).r(p(
b,A,B,K), p(ab,A,B,K), {K=\= 1.0}, 42).r(p(

,A,B,K), p(a
,A,B,K), {K=\= 1.0}, 43).r(p(
s,A,B,K), p(as,A,B,K), {K=\= 1.0}, 44).r(p(sa,A,B,K), p(aa,A,B,K1), {K1= 0.0}, 51).r(p(sb,A,B,K), p(ab,A,B,K1), {K1= 0.0}, 52).r(p(s
,A,B,K), p(a
,A,B,K1), {K1= 0.0}, 53).r(p(ss,A,B,K), p(as,A,B,K1), {K1= 0.0}, 54).r(p(aa,A,B,K), p(ab,A,B1,K), {K= 0.0,B1= 0.0}, 61).r(p(ba,A,B,K), p(bb,A,B1,K), {K= 0.0,B1= 0.0}, 62).r(p(
a,A,B,K), p(
b,A,B1,K), {K= 0.0,B1= 0.0}, 63).r(p(sa,A,B,K), p(sb,A,B1,K), {K= 0.0,B1= 0.0}, 64).r(p(ab,A,B,K), p(a
,A,B1,K1), {B =< 1.0,B1= 0.0,K1= 2.0}, 71).r(p(bb,A,B,K), p(b
,A,B1,K1), {B =< 1.0,B1= 0.0,K1= 2.0}, 72).r(p(
b,A,B,K), p(

,A,B1,K1), {B =< 1.0,B1= 0.0,K1= 2.0}, 73).r(p(sb,A,B,K), p(s
,A,B1,K1), {B =< 1.0,B1= 0.0,K1= 2.0}, 74).r(p(a
,A,B,K), p(as,A,B,K), {B>= 2.0,K= 2.0}, 81).r(p(b
,A,B,K), p(bs,A,B,K), {B>= 2.0,K= 2.0}, 82).r(p(

,A,B,K), p(
s,A,B,K), {B>= 2.0,K= 2.0}, 83).r(p(s
,A,B,K), p(ss,A,B,K), {B>= 2.0,K= 2.0}, 84).r(p(a
,A,B,K), p(aa,A,B,K), {K=\= 2.0}, 91).r(p(b
,A,B,K), p(ba,A,B,K), {K=\= 2.0}, 92).r(p(

,A,B,K), p(
a,A,B,K), {K=\= 2.0}, 93).r(p(s
,A,B,K), p(sa,A,B,K), {K=\= 2.0}, 94).r(p(as,A,B,K), p(aa,A,B,K1), {K1= 0.0},101).r(p(bs,A,B,K), p(ba,A,B,K1), {K1= 0.0},102).r(p(
s,A,B,K), p(
a,A,B,K1), {K1= 0.0},103).62



r(p(ss,A,B,K), p(sa,A,B,K1), {K1= 0.0},104).s(0, p(ss,A,B,K), {}, 1, (0,0)).b(p(aa,_,_,_), {}, 2).b(p(ba,_,_,_), {}, 3).b(p(ab,_,_,_), {}, 4).b(p(bb,_,_,_), {}, 5).b(p(a
,_,_,_), {}, 6).b(p(b
,_,_,_), {}, 7).b(p(as,_,_,_), {}, 8).b(p(bs,_,_,_), {}, 9).b(p(
a,_,_,_), {}, 10).b(p(
b,_,_,_), {}, 11).b(p(

,_,_,_), {}, 12).b(p(
s,_,_,_), {}, 13).b(p(sa,_,_,_), {}, 14).b(p(sb,_,_,_), {}, 15).b(p(s
,_,_,_), {}, 16).b(p(ss,_,_,_), {}, 17).
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