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ldeal Octopus-Based Program Veril

e~ ‘ . < z e
As pets Wit i

The FreeEncyclopedia”
Though octopuses can be difficult to keep in captivity, some

people keep them as pets. Octopuses often escape even
from supposedly secure tanks, due to their problem-solving
skills, mobility and lack of rigid structure.



Program Veribcation

¥ Reasoning about program computations
¥ Computation is a sequence of program states

¥ Program text debnes consecution relation
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Program Properties

¥ Reachability: given state is not reachable

¥ Termination: no inPnite computation exists



Program Properties

¥ Reachability: given state is not reachable

¥ Termination: no inbnite computation exists

¥ Automata-theoretic approach:
rich temporal properties, e.g., LTL,
can be veribed using reachability and termination
as basic algorithms
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From Computations to Sets/Relatio

¥ Proving reachability
= Pnding induction hypothesis
(all states reached aftérsteps given
as constraint over program variables)

AKA Pnding inductive invariant

¥ Proving termination
= Pnding progress measure
(expression over program variables
bounding number of steps until termination)

AKA bnding ranking function

¥ Further useful auxiliary assertions (interpolants, ...)
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In This Talk

¥ Veribcation = synthesis of auxiliary assertions



Ccontent

¥ Focus on linear inequality constraints
+ uninterpreted functions

¥ Interesting for program veribcation and
works In practice

¥ For other important classes
e.d., set or sub-typing constraints see surveys

¥ Presentation using examples demonstrating key step



Outline

¥ Preliminaries

¥ Constraint-based synthesis for
ranking functions,
interpolants,
Invariants,
resource bounds,
recurrence sets

¥ Extension with uninterpreted functions



Preliminaries

¥ Running example
¥ Control-Row graphs and transition relations
¥ Linear inequalities: matrix form, FarkasO lem

¥ Constraint solvers
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Running Example

main(int x, int y, int z) {
assume(y >= 2);
while (x < vy) {
X++:

}

assert(x >= z);

}
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Running Example

main(int x, int y, int z) {
assume(y >= z);

while (x < vy) {
X++:

}

assert(x >= z);

}

¥ approximatex, y, andz by rational numbers
(no overf3ow)
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CFG and Transition Relations

main(int x, int y, int z) {
assume(y >= z);
while (X <vy) {
X++:

}

assert(x >= 2z2);

}
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CFG and Transition Relations

main(int x, int y, int z) {
assume(y >= z);
while (X <vy) {
X++:

}

assert(x >= 2z2);
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CFG and Transition Relations

main(int x, int y, int z) {
assume(y >= z);
while (x < vy) {
X++:

}
assert(x >= 2);

) #=(y! z" X =x"y =y" 7z =2
h=(X+1#y" X =x+1"y =y" 7 = 2)

? #Hy= (X! y" X =x"y =y" 7z = 2)

. #a=(x! z" X =x"y =y" 7 =2
‘"3 Hs=(X+1# 2" X =x"y =y" z = 2)
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Linear Inequalities and Matric

l,=(x+1! y" X' =x+1"y =vy)
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Linear Inequalities and Matric

l,=(x+1! y" X' =x+1"y =vy)

=(x#y# 1"# x+x' 1 1" x#x 1# 1"# y+y'l 0" y#y'!l 0)
| ¢ | ¢
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Linear Inequalities and Matrice

2= (Xx+1 L y" X' =x+1"y =y)

=(X#Y!# 1"# X+ X! 1" X#X# 1"#y+y' | 0"y#y' ! 0)
| ¢ I ¢

!1#10 oo/! $ !#1:’
#1 0 1 O 1
::: 1 0 #1 o% xﬁl ..#%
#0#1 0 1 ! #
0 1 o#1 7
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FarkasO Lemma 1

¥ Mathematical tool for dealing with inequalities

¥ Informally: Oimplied inequalities are derivableO

X & :(x# 2y! 10" x+y! 1)" x! 5
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FarkasO Lemma 1

¥ Mathematical tool for dealing with inequalities

¥ Informally: Oimplied inequalities are derivableO

X & :(x# 2y! 10" x+y! 1)" x! 5
1 2
é(x#Zy! 10) + :—g(x+y! 1) = x! 4

& :x! 4" x! 5
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FarkasO Lemma 2

¥ Informally: Oimplied inequalities are derivableO

IN matrix form:
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FarkasO Lemma 2

¥ Informally: Oimplied inequalities are derivableO

IN matrix form:

) ) ) 7 . ) ”
T 1-27 x 10 (7 x
VX VY : 11 y < 1 — 10 y <3
'12()1#2*_'10( 12()10*_ ,
35 11 ° 33 ¢ 4109
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FarkasO Lemma 2

¥ Formally: implied inequalities are derivable
as weightedo sums

(& :Ax! b)" (& :Ax! b" cx! ")
Iff
%t .#% 0" #A=c" #b! "
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FarkasO Lemma 2

¥ Formally: implied inequalities are derivable
as weightedo sums

(& :Ax! b)" (& :Ax! b" cx! ")
Iff
%t .#% 0" #A=c" #b! "

¥ Inconsistency yields '0 1

I x : A(AX " b) iff $ ! %BO&IA=0&!Db™
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Constraint Solvers

¥ Black-box tools for solving constraints
¥ Active research area and efbcient tools
¥ Linear Programming
¥ SAT (satisbability)
¥ SMT (satisbability modulo theory)
¥ CLP (constraint logic programming)
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Outline

¥ Preliminaries

¥ Constraint-based synthesis for
ranking functions,
interpolants,
Invariants,
resource bounds,
recurrence sets

¥ Extension with uninterpreted functions
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Ranking Functions

while (X <vy) {

}
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Ranking Functions

¥ Ranking function, sdymaps states to distance
until terminating state

while (X <vy) {

X++: @D "

}
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Ranking Functions

¥ Ranking function, sdymaps states to distance
until terminating state

while (X <vy) {
X++: @2"2

}

¥ (10, 10) =0, f(5,10) = 5, f(0, 10) = 10, ...
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Ranking Functions

¥ Ranking function, sdymaps states to distance
until terminating state

while (X <vy) {

X++: @D "

}
¥ (10, 10) =0, f(5,10) = 5, f(0, 10) = 10, ...
¥ f(xy) = (%)

¥ decrease at each step

¥ bounded from below
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Ranking Function Constraitit

¥ Find ranking functiof(x,y) = fx x+ fyy,
lower bound#o, and decrease amoutit
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Ranking Function Constraitit

¥ Find ranking functiof(x,y) = fx x+ fyy,
lower bound#o, and decrease amoutit

l# 1% @:3"2
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Ranking Function Constraitit

¥ Find ranking functiof(x,y) = fx x+ fyy,
lower bound#o, and decrease amoutit

l# 1% @DHZ

"Xy "X "y

"2 % (fxx + fyy # 10 $
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Ranking Function Constraitit

¥ Find ranking functiof(x,y) = fx x+ fyy,
lower bound#o, and decrease amoutit

l# 1% @DHZ

"Xy "X "y
"2 % (fxx + fyy # 10 $

fux! + fyy' & fyx + fyy ' 1)
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Quantiber Alternation”

1 f 16y 1o ! !
"Xy "X "y
#1193
"2 % (fxx+ fyy # 10 $
fx! + fyy' & fyx + fyy ' 1)

¥ Difbcult to solve
¥ Can be eliminated
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Eliminating : Step 1

1 #1 0 oo/! $ ;#1;"
#1010f " 1
!:::10#10f 961 o419
2#0#10 1§#!£#0§

0 1 o#1 7 0

Implies |

hx+fyy $ o= #h, #1, oo# él# .

Y4
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Eliminating : Step 2

XY XY it % fux + Ty # 1

iff (by FarkasO lemma)

1110 0 |
1170 1 0 , ’

& I'O"!§1 O!lOi:'!fX!fyOO"!gl
0!10 1
0 1 0!'1
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Ranking Function Constraiht

¥ Find ranking functiof(x,y) = fx x+ fyy , #o, and#

| # 1%
& &
70 ( %
1110 O 1 1
1170 1 O | " 1
I 0" 1 1 0!'1 04 = I'fy!f,00 " ! & #1 """
O!'10 1 0
1110 O 1 1
117 0 1 O | " 1
p' 0" pg 1 O0!'1 04 = P fffy " Hg! #1"
O!/I1 0 1 0
O 1 0111 0

¥ Linear inequality constraints to solve
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Ranking Function Constraint Sol\

¥ Find ranking functiof(x,y) = fx x+ fyy , #o, and#

" =(10000)

u=(00110)

f-s1 while (x < y) {
X++:
fy =1 }

!0:1
=1

¥ Ranking functiof(x,y) = (11 x+1y) = y!x
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Ranking Function Algorithm

1 (v,v) = R \‘/’! |y
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Ranking Function Algorithm

¥ Input I (v,v')= R \\//! | 1
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Ranking Function Algorithm

¥ Input I (v,v')= R \\//! | 1
¥ DebPning constraint

o tt A S 1% (v, VD & (VS Mo %Vl fv M)
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Ranking Function Algorithm
¥ Input l(v,Vv') = R. \\//! | T
¥ DebPning constraint

o VA - VARSI W 711 (V,V!) & (fv$ "o %fv' | fv' ")
¥ Linear constraint to solve

#H #'o # # AU " W1 &
l %BO&!IR=('fTO)&!ITr"! "g&
UHWO&UR=(!'ff)&ur"!
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Interpolants
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Interpolants

¥ Interpolants describe separation between disjoint set:

¥ Often, sets of reachable and unreachable states
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Interpolants

¥ Interpolants describe separation between disjoint set:

¥ Often, sets of reachable and unreachable states

¥ Program patt$1 $3$s
$1:(y! Z/\) ﬁD
$3=(x! yN..) '
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Interpolants

¥ Interpolants describe separation between disjoint set:

¥ Often, sets of reachable and unreachable states

¥ Program patt$1 $3$s
$1:(y! Z/\) ﬁD
$3=(x! yN..) '

$s5= (x+1" zN..) ?32

¥ Separatg! z/\ X yandx+1" z /69\
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Interpolant Constraint”

¥ Separate! z/\ X yandx+1" z

¥ Interpolantixx + iyy+i:z" o
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Interpolant Constraint”

¥ Separatg! z/\ X yandx+1" z

¥ Interpolantixx +iyy+i-z" o

HX #Y H#HZ .
(y$ z%x$y) & ixx+iyy+iz! ig) %
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Interpolant Constraint”

¥ Separatg! z/\ X yandx+1" z

¥ Interpolantixx +iyy+i-z" o

HX #Y H#HZ .
(y$ z%x$y) & ixx+iyy+iz! ig) %

((xx+ 1y + izl lg%x+1! z)& O!" 1)
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Quantiber Alternation”

"Iy "ly "1z "lg
HX H#HY #Z .
(YP 2%x$y) & ixx+iyy+iz! ip) %
((xx+ Iy + iz 1p%x+1! z)& 0! 1)

¥ Difbcult to solve
¥ Can be eliminated
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Interpolant Constraint

! 01 1#!)(# ! OF
Y Separate(y $ z%x$y%x+1! z)=""11 08" "y$1 " 0%
1 0'1 z 1

¥ Interpolantixx +iyy+i-z" o
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Interpolant Constraint

! FLoOF ! 7
0'11 X 0
Y Separate(y $ z%x$y%x+1! z)=""11 08" "y$1 " 0%
1 0'1 2 1
¥ Interpolantixx +iyy+i-z" o
"
"$0%u$ 0% o
0'1 1 0
"W '11 050w 0% 1T 1%
1 G 1 g 0% R
L ., 0 -11 . , O
(Ix 1y 17) = 110 Alg = 0

¥ Linear inequality constraints to solve
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Interpolant Constraint Solved

¥ Separate! z/\ X yandx+1" z

¥ Interpolantixx + iyy+i:z" o

Iy = $1
l =(11) ly =0
u=1 I, =1
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Interpolant Constraint Solved

¥ Separatg! z/\ X yandx+1" z

¥ Interpolantixx +iyy+i-z" o

k= $1
l =(11) ly =0
u=1 I, =1

o=0

¥ Interpolant (11 x+0y+1z" 0) = (z" Xx)
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Interpolation Algorithm

¥ Input Av! a" Bv! b# 1! 0
¥ DebPning constraint

% %o & I (Av" a$ iv" ig)# ((iv" ig#Bv" b)$ 0"! 1)

¥ Linear constraint to solve

L1 g

| 1 Iu
III O#ull O#
WS WS
A - a
l 5 =0# ! p ) $%1#



Invariants
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Invariants

¥ Invariant is expression whose value
does not change during
program execution
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Invariants

¥ Invariant is expression whose value
does not change during
program execution - -

1. (0" 0)
2@ Y Q?:”
3: (2" X X
4. (0" 0)
s: (1" 0) X!z /69\X

33

¥ For each control location iy! Z...



Invariants

¥ Invariant is expression whose value
does not change during

program execution - N

¥ —or each control location GB! z ..
1. (0" 0) X+1" y#x = x+1
2. (2" y) ‘ _
3:(2" X) X! y..
4. (0" 0) /69\%
5 . (1 " O) X

@1 oz
¥ Inductiveness

e.g., "y N\ (x+1" y/N\ x%x+1 N\ yosy) <z (z%'Vp
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Invariant Constraint"

¥ Prove non-reachability ofs

¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go

34



Invariant Constraint"

¥ Prove non-reachability ofs

¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go

HX #y #z #x' #y' #2'
("1$ pX F pyy + P2’ po) %
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Invariant Constraint"

¥ Prove non-reachability ofs

¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go

HX #y #z #x' #y' #2'
("1$ pX F pyy + P2’ po) %

((PxX+ pyy + P22! po%"2) $ puX' + pyy + pZ' ! po) %
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Invariant Constraint"

¥ Prove non-reachability ofs

¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go

HX #y #z #x' #y' #2'
("1$ pX F pyy + P2’ po) %

((PxX+ pyy + P22! po%"2) $ puX' + pyy + pZ' ! po) %
((pxX+ pyy + pzz! po%"3) $ oux' + qyy' + 0.2 | o) %
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Invariant Constraint"

¥ Prove non-reachability ofs
¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go
HX #y #z #x' #y' #2'
("1$ X'+ pyy + pz' ! opo) %

((PxX+ pyy + P22! po%"2) $ puX' + pyy + pZ' ! po) %
((pxX+ pyy + pzz! po%"3) $ oux' + qyy' + 0.2 | o) %
(e + oyy + Q2! po%"4)$ 0! 0) %

34



Invariant Constraint"

¥ Prove non-reachability ofs
¥ Findl:pxx+pyy+p-z" poandz:igeX+gyy+kz" go
HX #y #z #x' #y' #2'
("1$ X'+ pyy + pz' ! opo) %

((PxX+ pyy + P22! po%"2) $ puX' + pyy + pZ' ! po) %
((pxX+ pyy + pzz! po%"3) $ oux' + qyy' + 0.2 | o) %
(e + oyy + Q2! po%"4)$ 0! 0) %

((gxx+ qyy + zz! po%"s5)$ O0!& 1)
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Quantiber Alternation”

¥ use matrix form

'H'X\D
V= vy
Z
"1= Ri(y)$ N
"s= Rs(, )% 15

¥ eliminate" by applying FarkasO lemma

35



Invariant Constraint

¥ Find pex+pyy+p-z" poand geX+ gyy+ g z" o

RPN

r2113114°:

1" 0#!1|$1:(0 Px Py P)# 1111 $ po #

Il

|
| | . |
ot o#ty PRPET =0 pepyp)#t, 008 pot

R |
1 O
13" 0# ! pprysz =0 ax ay Gz) # ! 3 fo $ qo#
! 3 ] ] I 1 3
" quIyqu — Jo
! O# ! =0#! O#
4 4| R4 ] 4| r4|| $
c" O# e quFyaqzo —0# ! ?O $ %1
5 5
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Non-Linear Terms

¥ Non-linear terms
(over 16 variables)
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Non-Linear Solving Iin Practic
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Non-Linear Solving In Practic

¥ Quantiber elimination does not scale
beyond ~10 variables
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Non-Linear Solving In Practic

¥ Quantiber elimination does not scale
beyond ~10 variables

¥ Propositional encoding with small bit-length
leads to time out for state-of-the-art SAT solvers
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Non-Linear Solving In Practic

¥ Quantiber elimination does not scale
beyond ~10 variables

¥ Propositional encoding with small bit-length
leads to time out for state-of-the-art SAT solvers

¥ Apply case reasoning and
dynamic simplibcation (aka From Tests To Proofs)

38



Case Reasoning @&, ....&s

PRy PO po
R> ° 1

| |
PPy P20 po
Rs3 > 3

| |
Qa0 g
R4 Ty

| |
G0 Qo
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Case Reasoning @&, ....&s

, Px Py Pz O P Po
¥ &, ... & encode weights Ro r
and are often 0,1, or 2 ! ¥ "
 Pxpyp; 0  Po
Rs3 > 13
| |
. OxQy 00 o
R4 Ty
| |
. Ox0y Q0 o
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Case Reasoning @y, ... &s

¥ &, ...& encode weights F plé P 0 1, Mo
and are often 0,1, or 2 | ° 2
¥ pX, py1 p21 p01 and l 3 pX py pz O I "
Ch, Chs G k s

, Oyy Uz, Qo Can be Iarge | " '3
. | n

l 4

l
| Ox qy 0z 0 | | Jo
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Case Reasoning @y, ... &s

. Pxpyp 0  Po

¥ &, ..&encode weights R> 2o
and are often 0,1, or 2 ! ¥ "

! 3 pX py pZ 0 | 2 pO

¥ pe Py Pz, o, and Rs r3
Cix, Oy, Oz, Qo can be large | ] |

. . | qX CIy qZ 0 | QO

¥ ?szfnmgsvalues 4 R 4
O y nuny l " | "
eliminates non-linearity | 5' Ox Gy 9z O | o
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Dynamic Simplibcation
(From Tests To Proofs)
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Dynamic Simplibcation
(From Tests To Proofs)

¥ Observation: invariants hold for any reachable states

40



Dynamic Simplibcation
(From Tests To Proofs)

¥ Observation: invariants hold for any reachable states

¥ Given reachable states,
e.d., from test run

LXx=1y=2,z=1)
2 X=1,y=2,z=1)
2, X=2,y=2,z=1)
3, X=2,y=2,z=1)
4L, X=2,y=2,2=1)

K LHLY L
IR IR [T
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Dynamic Simplibcation
(From Tests To Proofs)

¥ Observation: invariants hold for any reachable states

¥ Given reachable states, ¥ Substitution into
e.g., from test run Invariant candidates

LX=1y=2,z=1)
2, X=1,y=2,z=1) Pxl+py2+pz1" po
2, X=2,y=2,2z=1) x2+pPy2+pPz1" po
3, X=2,y=2,2=1) K2+y2+0:1" Qo
4L, X=2,y=2,2=1)

K LHLY L
IR IR [T
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Dynamic Simplibcation
(From Tests To Proofs)

¥ Observation: invariants hold for any reachable states

¥ Given reachable states, ¥ Substitution into

e.g., from test run Invariant candidates
s =(,x=1y=2,z=1)
82:(2,X:1,y:2,Z:1) px1+py2+p21" Po
$S=(bx=2,y=2,2=1) x2+pPy2+pPz1" po
0= (hx=2y=22=1)  G2+q2+q1" q
$=(la,x=2,y=2,2=1)

¥ Valid constraint
PH2pytpz " Pol\ 2pct2pytp " Po N\ 202040 " Qo
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Using Dynamic Simplibcatior

¥ FiInd px X+ pyy+pzz" poand gk X+ qyy+az" Qo
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Using Dynamic SimpliPcatior

¥ Find pex+pyy+p-z" poand geX+ gyy+ g z" o

RPN

Lol gl ]
" 0#!1|$1:(0 pxp"ypz)#!lr1$ Po #

C0# 1o P Py Pz O =0 px Py P2) #! 2 Po $ po #
A | fon

Il

" | ) |
13" o#lg PXPY P ) :(OqulyCIz")#!3 Il?;) $ qo#

1 Rs
1. O# !4 quFthzo =0 # !, ?O $ 0#
| " | T4
onoopte W RO gy G ogog
Rs I's
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Using Dynamic SimpliPcatior

¥ Find pex+pyy+p-z" poand geX+ gyy+ g z" o

T g1,

" 0#!1|$1:(0 Px Py Pz)#11r1 $ po#

|, ! | 1

'5 .

|
| | . |
ot o#ty PRPET =0 pepyp)#t, 008 pot

R |
0
3" 0#!3 pprysz =0 acay ;) #!s f,)o $ Go#
! 3 ] ] I 1 3
" quIyqu _ Jo
! O# ! =0#! O#
4 4| R4 ] 4| r4|| $
c" O# e qquyaqu —0# ! ?O $ %1
5 5

" Pxt2pyt Pz %Pot 2px +2py + Pz Y%Po” 20 + 20y + Gz %00
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Invariant Constraint Solved

¥ Findl:pex+pyy+p-z" poandk:igeX+ Y+ kz" Go
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Invariant Constraint Solved

¥ Find:px X+ pyy+pzz" poand:ogxx+ayy+ag:z2" oo

1,=(1111)

1,=(10111)
13=(11111)
1,=(00000)
15=(11000)
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Invariant Constraint Solved

¥ Findb:pxx+pyy+p:z" poandlz:ogkx+ogyy+d:z" o

1, =(1111)
1, =(10111)
3= (11111) Px =0 py='!'1 p,=1 po=0
1,=(00000) k=!1 gy =0 =1 qo=0

1:=(11000)
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Invariant Constraint Solved

¥ Findb:pxx+pyy+p:z" poandlz:ogkx+ogyy+d:z" o

1, =(1111)
1,=(10111
2= ) Px = py=!1 p,=1 pp=0
1,=(11111) g

=11 =0 =1 =0
!4:(00000) Ox Qy 0z Jo
1:=(11000)

¥ Invariant atz: Ox +(11) y+1z " 0 andlz: (-1)x +Oy +1z" 0
b:z" vy andlz:z" X
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Invariant Generation Algorithn

P=(v,pc,L, T, ,tg) {hv" i|!! L}
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Invariant Generation Algorithn

¥ InputP = (v,pc,L,T,! ,te) fhv" i |!! L} ,andS
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Invariant Generation Algorithn

¥ InputP = (v,pc,L,T,! ,te) fhv" i |!! L} ,andS

¥ Non-linear constraint to solve
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Invariant Generation Algorithn

¥ InputP = (v,pc,L, T, tg) {hv" i |!! L}  andS
¥ Non-linear constraint to solve

Py Py Phey g

(h, =0" 1, =0) " (g =0" e =#1)"

(! =("R(y) %r,")&T :1." 0"
!". | =" !". r %11)
| (IscpeyV ! Isepey)[S(V)/ V]

sl S
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Bound Assertions

main(int x, int y, int z) {
assume(z >= Xx);
assume(y >= 2);
while (x < vy) {
X++:
}
}

44

z! x"yl z..
X+1#y" x =x+1..

X |

OO
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Bound Assertions

main(int x, int y, int z) {
assume(z >= Xx);
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Bound Assertions

main(int x, int y, int z) {
assume(z >= Xx);
assume(y >= 2);
while (x < y) { X+1#y" x =x+1..
X++:
}
}

z! x"yl z..

X |

¥ Find upper bound ox
l.e., discover and prove assertion

X" byy+ bz + bo
¥ Example boundx(" 1ly+0z+0)= (X" V)

44
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Bound Constraint

¥ Find upper bound ox
l.e., discover and prove assertion

X" byy+b,z+ o

"Px "Py "Pz"Po by "by"bg "Ig"l1 g
L1 # 0$!1|?1:(0 Px Py Pz)$1art! pod

| ; |
#0810, PR =0 popy Pl 10! po$

1o # 05! 5 pxpg{pzo = (01 %b, %b,)$!s fo | by
3 3
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Bound Assertion Algorithm

¥ Reduction to invariant generation
for unknown bound assertion

¥ Constraint simplibcation and solving
techniques and heuristics carry over
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Recurrence Sets

main(int x, Int y, int z) {
assume(y >= z); "1

while (X < vy) { .
X=X+1+z: %D:'
} 3

) (o)
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Recurrence Sets

main(int x, Int y, int z) {
assume(y >= z); "1

while (X < vy) { .
X=X+1+z: QJD:'
} 3
} (2

¥ Non-terminating execution
(11,0,11), (11,0,11), ...

¥ Recurrence set S is reachable and can always reach

¥ Example recurrence set S = (x+*1y A z" 11)
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Recurrence Set Constraint!

can always reach itself

¥ Letv=(xyz) .
¥ Find 8V' 9= (pxXx+pyy+p.z" po/\ \3

kX+Qyy+0oz" Qo) @

¥ Recurrence seSV" sis reachable and ?
1
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Recurrence Set Constraint!

can always reach itself

¥ Letv=(xyz) .
¥ Find 8V' 9= (pxXx+pyy+p.z" po/\ \3

X+ Y+ qz" oo @

¥ Recurrence seSV" sis reachable and ?
1

"S"s:
"v"v i"(v,vV)$SV! 5 S
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Recurrence Set Constraint!

¥ Recurrence seSV" sis reachable and
can always reach itself ﬁ;
1

¥ Letv=(xyz) .
¥ Find 8V' 9= (pxXx+pyy+p.z" po/\ \3

X+ y+0GzZ" Op) (15)
"S"s:
"v"v " (v,v)$SV! s)$
(& "Vv':Sv! s' ("o(v,v)$ SV ! 9))
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QuantiPer Alternation”!

¥ $1(v,Wpand$2(v, Wpdebne functional dependency
betweenwWwandv
DNEXNYEY N ZYE 7
DN REXH1+Z NV Y N\ 2% 7

¥ Useful for elimination of V%
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QuantiPer Alternation”!

¥ $1(v,Wpand$2(v, Wpdebne functional dependency
betweenwWwandv
DNEXNYEY N ZYE 7
DN REXH1+Z NV Y N\ 2% 7

¥ Useful for elimination of V%

1S 1s:

Z

(Ixlylz:y" Z#S vy $s)#
P

(% W% :S v $S& (X+1$y#S Y8 s)

VA
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Quantiber Alternation”

¥ Elimination of' v produces non-linear constraint

IS!s:
(Ixlylz:y" z#S y $s)#
s
(1#:#" O##S= 1' 10 ##s$" 1)#
(11 ;1" 0#1S= SS,S,+S #!s$ (s' S))

¥ Solving techniques for invariant generation can be appliel
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Rec. Set Constraint Solved

¥ Find xx+pyy+pz2" poNGX+qy+aGz" o

p=(1"! 10 Xx= 12 ' = (10)
| "

o= !1 y= 11 = i(l)

g=(001) z= 11

Qo="!'1

¥ Non-terminating computation from (12,11, 1)
not leaving X+1" YA (z" 1)
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Example of LI+UIF

"= (x" a#a" y#t(@" 0

#=(y" b#b" x#1" f(b))
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X=Y
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Example of LI+UIF

"= (x" a#a" y#t(@" 0
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"HHFL+ur P
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Interpolation for LI+UIF

"= (x" a#a" y#f(a" 0)
#=(y" b#b" x#1" (b))

"HHEFL+uF 9

53



Interpolation for LI+UIF

"= (x" a#a" y#f(a)" 0)
#=(y" b#b" x#1" (b))

"HHFL+uF P

¥ Pnd' expressed over common symbols (ofand)
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Interpolation for LI+UIF

"= (x" a#a" y#f(a)" 0)
#=(y" b#b" x#1" (b))

"HHFL+uF P

¥ Pnd' expressed over common symbols (ofand)

" Fu+UF

VY # Fu+ur
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Interpolation for LI+UIF: Outling
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Interpolation for LI+UIF: Outling

¥ puribcation and instantiation of functionality axiom
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Interpolation for LI+UIF: Outling

¥ puribcation and instantiation of functionality axiom

¥ application of functionality instances

+

Instance localization
_|_

partial LI interpolant computation
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Interpolation for LI+UIF: Outling

¥ puribcation and instantiation of functionality axiom

¥ application of functionality instances

+

Instance localization
_|_

partial LI interpolant computation

¥ combination of partial LI interpolants
into LI+UIF interpolant
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Puribcation and Instantiation

"= (x" a#a" y#t(@" 0

#=(y" b#b" x#1" f(b)
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Puribcation and Instantiation

"= (x" a#a" y#t(@" 0
#=(y" b#Db" x#1" (b))
¥ Replace function applicatiof{s) andf(b)

oy fresh symbols andd
D ={c=1(a),d=1(b) }

¥ Create corresponding axiom instance
X={a=b* c=d}
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Puribcation and Instantiation

"= (x" a#a" y#t(@" 0
#=(y" b#Db" x#1" (b))
¥ Replace function applicatiof{s) andf(b)

oy fresh symbols andd
D ={c=1(a),d=1(b) }

¥ Create corresponding axiom instance
X={a=b* c=d}

"u=(x#al a#y! c# 0)
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Completeness of Instance Set

"= (x" a#a" y#f(a" 0

"HEEL+ $
#=(y" b#tb" x#1" f(b)) el
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Completeness of Instance Set

"= (x" a#a" y#f(a" 0
#=(y" b#b" x#1" (b))

T = (X# al a# yl C# O)
#,=(y# bl b# x! 1# d)

X = {a=b% c= d}

56
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Applying Axiom Instance

"u=(x#al aty! c# 0) X={a=b% c= d}
#le(y# b! b# x! 1# d) "Ll!#LI!: XIZLI n
"ul! #u &L "

"ul! #y Fu a= b
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Applying Axiom Instance

"u=(x#al aty! c# 0) X={a=b% c= d}
#le(y# b! b# x! 1# d) "L|!#LI!: XIZLI T
"ul! #u &L "

"ul! #y Fu a= b

‘uFua®yly®b o L X" al ay
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Axiom Instance Localization

"uU=(x#al a#y! c#0 X:{a:b%C:d}

"ul#u Fua=>b
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Axiom Instance Localization
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Axiom Instance Localization

"uU=(x#al a#y! c#0 X:{a:b%C:d}

"ul! #u Fua=b>b

futc=e! ("u'!'e=d)Fu &

D = {c$U (a),d $U (b), e U (y)}
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Partial and Complete Interpola

"uU=(x#al a#y! c#0 X:{a:b%C:d}

futc=e! ("u'le=dFu &
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Partial and Complete Interpola
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futc=e! ("u'le=dFu &

'yl a=eE; e” 0
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Partial and Complete Interpola
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Partial and Complete Interpola
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Interpolant Solved

"= (x" a#a" y#f(a)" 0)
#=(y" b#b" x#1" f(b)

¥ Pnd' expressed over common symbols (ofand)

" Fu+ur ! T # E+uE
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Interpolant Solved

"= (x" a#a" y#f(a)"

0)

#=(y" b#b" x#1" f(b))

¥ Pnd' expressed over common symbols (ofand)

" Fu+ur ! || #

#=(x=y((x=yle
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Tools from the Homepage

¥ Ranking functions: RankFinder
¥ Interpolation: CLP-Prover
¥ Invariants/bounds: InvGen/BoundGen

¥ Recurrence sets:TNT

¥ Used in ARMC, Blast, CSlsat, Terminator
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Conclusion

¥ Constraint-based algorithms offer alternative approac
to program veribcation

¥ From heuristics for discovery
of required assertions/proofs

to
heuristics to computing required

assertions/proofs efpciently
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